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Abstract

The purpose of this TCG is to review the many options available on Avaya Ethernet and Ethernet
Routing Switches for interoperability with Avayad # Phone sets.
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Conventions

This section describes the text, image, and command conventions used in this document.

Symbols

‘ Tip 1 Highlights a configuration or technical tip.

| Note i Highlights important information to the reader.

N Warning i Highlights important information about an action that may result in equipment
damage, configuration or data loss.

Text

Bold text indicates emphasis.

Italic text in a Courier New font indicates text the user must enter or select in a menu item, button
or command:

ERS5520-48T# show running - config

Output examples from Avayadevices are displayed in a Lucida Console font:
ERS5520-48T# show running - config

I Embedded ASCII Configuration Generator Script

! Model = Ethernet Routing Switch ERS Stackable
! Software version = v5.0.0.011
enable

configure terminal
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AVAYA

1. Overview

This TCG covers standalone Avaya IP Phone sets and how they can be deployed on various
Avaya switches. It will cover features on Avaya switches related to VolP with configuration
examples. Overall, topics that will be covered include the following:

Ethernet switch platforms that support PoE:
1 Ethernet Routing Switch 5000: 5520-48T-PWR, 5650TD-PWR, 5698TFD-PWR

1 Ethernet Routing Switch 4500: 4526T-PWR, 4550T-PWR, 4524GT-PWR, 4526GTX-
PWR, 4548GT-PWR

1 Ethernet Routing Switch 2500: 2526T-PWR, 2550T-PWR
1 Ethernet Routing Switch 8300

VolP technologies:
1 Auto configuration via DHCP for VolP Phone sets

Auto provisioning using tftp or http

Avaya Energy Saver (AES)

Authentication using EAPoL (802.1x)

Auto Detection Auto Configuration (ADAC)

Link Layer Discovery Protocol (LLDP)

Power over Ethernet (PoE)

=A =4 =4 4 4 -4 -4

Quality over Service (QoS)
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2. Automatic Provisioning Configuration
Examples

This section will cover various configuration examples to allow for automatic or zero-touch
provisioning of Avaya IP phones using Avaya data switches. The following chart summarizes
each configuration example.

Section | Iltem QoS Description
2.2 Double DHCP Manually configured® | Uses DHCP to get VLAN ID for voice
VLAN from data DHCP scope
23 LLDP-MED Manually configured” | Switch uses LLDP-MED Network Policy to
provision voice VLAN
24 Double DHCP None Uses DHCP to get VLAN ID for voice
VLAN from data DHCP scope using the
ERS 8300
25 ADAC 1 MAC Automatically applied | Uses ADAC to automatically detect IP
Detection to Voice VLAN Phone using MAC address of IP Phone
2.6 ADAC T LLDP Automatically applied | Switch uses ADAC to automically detect
Detection to Voice VLAN? IP Phone using LLDP and uses LLDP-

MED Network Policy to set VLAN ID and
QoS settings for the IP Phone

2.7 EAP MHMA N/A Optional configuration to enable IP
Phones as an EAP Supplicant using MD5
2.8 EAP NEAP N/A Optional configuration using the EAP

NEAP feature on the switch allowing it to
authenticate the IP Phone using its MAC

address
29 EAP non-eap- N/A Optional configuration using the EAP non-
phone eap-phone feature on the switch allowing

it to authenticate the IP Phone using the
IP phone DHCP signature without using

RADIUS
2.10 DHCP and N/A DHCP server settings and provisioning
Provisioning files for the IP Phones used in this
files example
211 Avaya Energy N/A Optional configuration adding AES to the
Saver switch
2.12 DHCP Server N/A Windows 2003 DHCP server settings

TQoS can be added in a number of methods such as simply trusting all traffic, applying filters, or
enabling Auto QoS (applies to Avaya 1100, 1200, or 2000 series only)
% The LLDP-MED Network Policy can also set the QoS DSCP and p-bit priority values

Avaya Inc. T Proprietary & Confidential. 10
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2.1 Reference Diagrams

2.1.1 Diagram 1: Stackable Ethernet Routing Switch
EAP
Supplicants F
Avaya_ 9640
N
00-1b-4-58-1a-d0

ERS-Stackable
Mgmt IP = 10.5.21.8

10.30.30.20 CSE1000 (S1)

" SMLT Cluster
DHCP Relay

Port 23-24

Avaya 1230
s Tagged VLAN

e

Ports 3 to 11 201, 805, 1002 10.88.2.20
00-24-00-0D-8D-AA -
Data VLAN = 1002 (10.5.102.0/24) | 172.168.100.50
Voice VLAN = 805 (10.5.85.0/124) .
Mgmt VLAN = 201 (10.5.21.0/24) - RADIUS Server
HTTP Server B’ Avaya Ignition Server
TFTP Server

SNTP Server 192 168.50.100
Figure 1. Base setup - Stackable Ethernet Routing Switch Setup

The following are the details for the base configuration:

i ERS-Stackable is a stackable Ethernet Routing Switches (ERS 2500, 4500, or 5000
series) setup as a Layer 2 switch connected to an SMLT Cluster
9 The SMLT Cluster requires that DHCP Relay be enabled with a DHCP Relay agent for
both the voice and data VLANs
1 Overall, we will configure the following
o0 Create Voice VLAN 805 with port members 3to 11, 23, and 24
0 Create Data VLAN 1002 with port members 3 to 11, 23, and 24
o Create Management VLAN 201 with port members 23 and 24
o Configure access ports 3 to 11 to allow untagged Data VLAN 1002 and tagged
Voice VLAN 805
o Configure core ports 23 and 24 using MLT 1 using VLAN tagging and with
Spanning disabled
o Use all the recommended SMLT best practises
1 Details regarding various Avaya IP Phone DHCP and provisioning file parameters are
listed in Appendix A
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2.1.2 Diagram 2 : Ethernet Routing Switch 8300

Data VLAN = 61 (10.84.84.0/24)
Voice VLAN = 220 (10.84.85.0/24) CSE1000 (S1)

. or

00-24:00:00:60-CO \  ERSB300-1 10.88.2.20 CSE1000 (S2)

\\’é— 10.88.3.20 ‘ >

00:24:00:00:30:A0
-

Phone 2

VLAN 53
10.83.83.0v30

Ports 111 to 1025

Phone x ‘i Provisioning Server
\\‘/‘ | 172303050
DHCP Server
TFTP Server

Figure 2: Base setup - Ethernet Routing Switch 8300 Setup
Overall, we will configure the following:

Create Voice VLAN 220 with port members 1/1 to 1/25

Create Data VLAN 61 with port members 1/1 to 1/25

Create Trunk VLAN 83 with port member 5/5

Enable DHCP relay for VLAN 220 and 61

Enable Spanning Tree Fast-Start on ports 1/1 to 1/25 and disable STP on port 5/5
Configure all voice ports, 1/1 to 1/25, with POE priority of high

Enable RIP on all VLANs

By default, the ERS 8300 passes both the DSCP and p-bit values as-is. The p-bit value
determines the QoS level. For this example, we will not configure QoS as we are using
VLAN tagging for the Voice VLAN

9 Details regarding various Avaya IP Phone DHCP and provisioning file parameters are
listed in Appendix A

= =4 =4 -8 -8-4_-9-1
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2.2 Auto Configuration with a Stackable Ethernet
Routing Switch using DHCP i Base Configuration
The following configuration example covers setting up a network to support both voice and data
with Avayads stackabl e EtIRhomesets uBmgDHCPntg cordiguiet c hes and
the IP Phone sets. Please note, it is still advisable to use a provisioning server to allow for full

configuration of the IP phone sets. We will cover how to setup the edge switch for Layer 2
operations using the best practises when connecting to an SMLT cluster.

This configuration example is in reference to diagram 1.

2.2.1 Stackable Switch Configuration

2.2.1.1 Go to configuration mode.

ERS-Stackable Step 1 - Enter configuration mode

ERS Stackable >enable

ERS Stackable #configure terminal

2212 Create VLANOS

ERS-Stackable Step 11 Cr eat e VLANOG6s 201, 805, and 1002

ERS Stackable (config)# vlan create 201 name mgmt type port
ERS Stackable (config)# vlan create 805 na me voice type port
ERS Stackable (config)# vlan create 1002 name data type port

ERS-Stackable Step 21 Enable VLAN tagging on all appropriate ports

ERS Stackable (config)# vlan port 23 - 24 tagging tagall
ERS Stackable (config)# vlan port3 - 11 tagging untagpvidO nly

ERS-Stackable Step 3 i
members

Set VLAN configuration control to automatic and add VLAN port

ERS Stackable (config)#  vlan configcontrol automatic

ERS Stackable (config)# vlan members add 201 23 -24
ERS Stackable (config)# vlan members add 1002 3 -11,23 -24
ERS Stackable (config)# vlan members add 805 3 -11,23 -24

ERS Stackable (config)# vlan port3 - 11 pvid 1002

ERS-Stackable Step 41 Remove port members from the default VLAN

ERS Stackable (config)# vlan members remove 1 3 -11,23 -24
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2.2.1.3 Add MLT

ERS5698TFD-1 Step 11 Add MLT with trunk members

ERS Stackable (config)# mlt 1 enable member 23,24 learning disable

2.2.1.4 Enable VLACP on trunk members using recommend values

ERS-Stackable Step 1 i Enable VLACP on uplink port member 23 and 24 using the
recommended VLACP MAC and timeout values

ERS Stackable (config)# vlacp macaddress 01:80:¢2:00:00:0f
ERS Stackable (config)# vlacp enable

ERS Stackable (config)# interface fastEthernet 23,24

ERS Stackable (config -if)# vlacp timeout short

ERS Stackable (config -if)# vlacp timeout -scale 5

ERS Stac kable (config -if)# vlacp enable

ERS Stackable (config -if)# exit

2.2.1.5 Discard Untagged Frames on uplink ports to SMLT Cluster

ERS-Stackable: Step 17 Enable Discard Untagged Frames

ERS Stackable (config)# vlan ports 23 - 24 filter - untagged - frame enable
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2.2.1.6 Configure Management IP address on switch

An IP address can be added in one of two ways. If the switch is strictly used as a Layer 2 switch,
then an IP address can be added via the Layer 2 method using the CLI command ip address
<switch|stack> <IP address> netmask <mask> default-gateway <default GW>.

22.1.6.1 Adding Management IP - Layer 2

ERS-Stackable Step 11 Set the IP address of the switch

ERS Stackable (config)# vlan mgmt 201

ERS Stackable (config)#  ip address switch 10.5.21.8 netmask 255.255.255.0
default - gateway 10.5.21 .1

2.2.1.6.2 Adding Management IP - Layer 3

ERS-Stackable Step 17 Set the IP address of the switch

ERS Stackable (config)# vlan mgmt 201

ERS Stackable (config)# interface vlan 201

ERS Stackable (config -if)# ip address 10.5.21.8 netmask 255.255.255.0
ERS Stackable (confi g-if)# exit

ERS-Stackable Step 17 Add the default route

ERS Stackable (config)# ip routing
ERS Stackable (config)# ip route 0.0.0.00.0.0.0 10.5.21.11

2.2.1.7 Configure PoE levels

If you wish, you can change the default PoE level of low to either high or critical.

ERS-Stackable Step 11 Set PoE Power level high on all VoIP ports

ERS Stackable ( config)# interface fastEthernet 3 -11
ERS Stackable (config# poe poe - priority high
ERS Stackable ( config)# exit
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2.2.1.8 QoS
There are several options you can deploy to add QoS for the voice traffic.

1 Assign QoS class of trustedto allportsi easi est to i mpl ement,
may not be a good idea

Assign QoS class of trusted to all ports and adding a filter to remark the data traffic

Set all access ports as untrusted (default setting), set uplink ports as trusted, and add a
filter to remark the voice traffic to CoS level of Premium

1 Enable Auto QoS 1 only supported on limited Avaya products as listed below
o CS1000, CS2100, BCM, and/or SRG call servers
1 Enable ADAC i automatically provides QoS only to the voice VAN

For this example, we will simply trust all traffic by simply setting all ports as trusted ports. This is
the easiest method for applying QoS.

If you are using an Avaya Ethernet Routing Switch 5000 or Ethernet Routing Switch

4500 (release 5.4 or higher), you will need to define a queue set other than the default

queue set which only uses two queues. At mimimum, it is recommended to use queue

| set 4 which will provide three weighted queues and one strict queue using the CLI
command qos agent queue-set 4. Use the CLI command show qos queue-set to view
the make up for each queue set. The ERS 2500 only supports one queue set, queue set
4, which supports one strict queue and three weighted-round-robin (WWR) queues.

ERS-Stackable Step 17 Change from default queue set (queue set 2) to at least queue set
4 and reset the switch. Note, this only applies to the ERS 5000 or ERS 4500

ERS Stackable (config)# qos agentqueue -set4

QoS queue setting isn't effective until aft er reset.

ERS-Stackable Step 21 Create a new interface group with a class of trusted

ERS Stackable (config)# qosif - group name trusted class trusted

ERS Stackable (config)# qosif -assign port1 - 24 name trusted

ERS-Stackable Step 3 1 Traffic Profile Option. Configure either a traffic profile or ACL to
remark the data VLAN with a QoS level of Standard depending on switch model. Assuming
ERS-Stackable is an ERS 4500 or ERS 5000, it is recommend to use traffic profiles

ERS Stackable (config)# qos traffic - profi le classifier name one vlan -min 1002
vlan - max 1002 ethertype 0x800 update -dscp Oupdate -1p0
ERS Stackable (config)# qos traffic - profile set port 1 - 13 name one
Avaya Inc. T Proprietary & Confidential. 16
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ERS-Stackable Step 37 ACL Option. Configure either a traffic profile or ACL to remark the
dataVLAN with a QoS | evel of Standard dependi
on a ERS 2500, ERS 4500, or ERS 5000 where it is recommended to use traffic profiles

over ACLOGs if supported on the switch

ERS Stackable (configd# qosl2 -acl name one vlan -min 1002 vlan - max 1002 ethertype
0x800 update -dscpOupdate -1p0

ERS Stackable (config)# qosl2 - acl name one ethertype 0x800 drop - action disable
ERS Stackable (config)# qosacl - assign port1 -13 acl - type 12 name one

2.2.1.9 Spanning Tree Configuration

ERS-Stackable Step 17 Enable STP Fast-Start and BPDU filtering on port 3to 11

ERS Stackable (config)# interface fastEthernet all

ERS Stackable (config -ify# spanning - tree port3 - 11 learning fast

ERS Stackable (config -if)# spanning - tree port3 - 11 bpdu - filtering timeout O
ERS Stac kable (config -if)# spanning - tree port3 - 11 bpdu - filtering enable

2.2.1.10 Enable IP Anti-Spoofing and IP Source Guard i Optional

To prevent IP spoofing attacks, it is recommened to enabled IP DHCP Snooing and IP Arp
Inspecttion. In addition, it is recommended to enabled IP Source Guard which prevents a host
from spoofing a source IP other than that assigned by DHCP.

ERS-Stackable Step 1 i Enable IP DHCP Snooping for voice VLAN 805 and data VLAN
1002

ERS Stackable (config)# ip dhcp - snooping vian 805
ERS Stackable (conf ig)# ip dhcp -snooping vlan 1002
ERS Stackable (config)# ip dhcp - snooping enable

ERS-Stackable Step 21 Enable IP Arp Inspection for voice VLAN 805 and data VLAN 1002

ERS Stackable (config)# iparp -inspection vian 805
ERS Stackable (config)# iparp -inspection vl an 1002

ERS-Stackable Step 31 Enable core ports 23 and 24 as a trusted port

ERS Stackable (config)# interface fastEthernet 23-24
ERS Stackable (config -if)j# ipdhcp - snooping trusted

ERS Stackable (config -if)j# iparp -inspection trusted

ERS Stackable (config -if)# exit
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ERS-Stackable Step 41 Enable IP Source Guard on access ports 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11
ERS Stackable (config -if)# ip verify source
ERS Stackable (config -if)# exit
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2.2.2 Verify Operations

Via the ERS-Stackable switch, verify the following information:

Step 11 Verify VLAN Configuration as shown for ERS-Stackable where the default VLAN
should be VLAN 1002 on ports 3to 11

ERS Stackable #show vlan interface info 3 -11

Result:

Filter  Filter
Untagged Unregister ed
Port Frames Frames PVID PRI Tagging Name

3 No Yes 1002 0 UntagPvidOnly Port 3
4 No Yes 1002 0 UntagPvidOnly Port 4
5 No Yes 1002 0 UntagPvidOnly Port 5
6 No Yes 1002 0 UntagPvidOnly Port 6
7 No Yes 1002 0 UntagPvidOnly Port 7
8 No Yes 1002 0 UntagPvidOnly Port 8
9 No Yes 1002 0 UntagPvidOn Iy Port9
10 No Yes 1002 O UntagPvidOnly Port 10
11 No Yes 1002 0 UntagPvidOnly Port 11

Step 2 i Verify VLAN Configuration as shown for ERS-Stackable where the ports 3 to 11
should be members of untagged VLAN 1002 and tagged VLAN 805

ERS Stackable #show vlan interface vids 3 -11

Result:

Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

3 805 voice 1002 data

4 805 voice 1002 data T
5 805 voce 1002 data S
6 805 voce 1002 data T
7 805 voce 1002 data S
§ 805 voce 1002 data S
o 805 voce 1002 data T
10 805 voce 1002 data S
11 805 voice 1002 " data T
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Step 31 Verify IP Phone detection by issuing PoE port status command

ERS Stackable #show poe - port -status3 -11

Result:
Admin  Current Limit
Port Status Status Classification (Watts) Priority
3 Enable Detecting 0 16 Low
4 Enable Detecting 0 16 Low
5 Enable Detecting 0 16 Low
6 Enable Detecting 0 16 Low
7 Enable Delivering Power 2 16 Low
8 Enable Detecting 0 16 Low
9 Enable Delivering Power 2 16 Low
10 Enable Deliverin g Power 2 16 Low
11 Enable Detecting 0 16 Low

Step 47 Verify IP Phone power usage by issuing PoE power measured command

ERS Stackable #show poe - power - measurement3 - 11

Result:
Port Volt(V) Current(mA) Power(Watt)
3 00 O 0.000
4 00 O 0.000
5 00 O 0.000
6 00 O 0.000
7 484 58 2.807
8 0.0 0 0.000
9 484 61 2.952
10 484 58 2.807
11 00 O 0.000
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2.3 Auto Configuration with a Stackable Ethernet
Routing Switch using DHCP and LLDP-MED

The following configuration example is similar to the previous configuration example except we
will configure the stackable Ethernet Routing Switches using Layer 2 and enable LLDP-MED on
the switches to use the network-policy to configure the voice VLAN on the IP phone.

Please note, release 5.4 is required on the ERS 4500 series and release 6.2 is required

on the ERS 5000 to support LLDP-MED interoperation with the Avaya 1600, 4600, and

I 9600 series IP Phones. For the ERS 2500 series, ADAC is required and must be
enabled for LLDP-MED operation to detect an Avaya model 1100 or 2000 series IP
Phone. For the ERS 4500 and ERS 5000, LLDP-MED can be used with or without
ADAC.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2.

2.3.1 Stackable Ethernet Switch Configuration
2.3.1.1 Enable LLDP-MED

ERS-Stackable Step 17 Enable LLDP-MED on port 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stackable (config -if)# Illdp config - notification

ERS Stackable (config -if)# Illdp status txAndRx config - notifi  cation

ERS Stackable (config -if)j# Illdptx -tlvlocal - mgmt addr port -descsys -capsys -desc
Sys - name

ERS Stackable (config -if)# Illdptx - tlv med extendedPSE inventory location med -
capabilities network - policy

ERS Stackable (config -if)# Ildp med - network - policies voic e dscp 46 priority 6
tagging tagged vlan -id 805

ERS Stackable (config -if)# exit

The defalt MED policy values are: DSCP = 0, priority = 0, tagging = untagged, and vlan-

I id = 1. You can also set the voice signaling DSCP, priority, tagging, and vlan-id setting
using the interface level lldp med-network-policies port <port/ports> voice-signaling dscp

<0-63> priority <0-7> tagging <tagged|untagged> vlan-id <0-4094> CLI command.
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2.3.2 Verify Operations

Via the ERS-Stackable switch, verify the following information:

avaya.com

Step 1 1 Verify LLDP configuration. Note, using this command requires at mimumim

software release 6.2 for the ERS 5000 and 5.4 for the ERS 4500

ERS Stackable #show running - config module 802.1ab

Result:

! Displaying only parameters different to defaul t
|

enable
configure terminal
|

ek 802 1ab
!

interface FastEthernet ALL

lldp port 3 -11 config - notification

ldptx  -tlvport3 -11local -mgmt addr port -descsys -descsys -name

lldptx - tlvport3 - 11 med e xtendedPSE inventory location med - capabilities network
policy

exit

!

1 802.1AB MED Voice Network Policies ***

!

interface FastEthernet ALL

lldp med - network - policies port 3 - 11 voice dscp 46 priority 6 tagging tagged vla
n-id 99

exit

Step 27 Verify LLDP network policy configuration

ERS Stackable #show lldp med - network - policies port 3 -11

or, via some switches

ERS Stackable# show lldp med - network - policies port 3 -11 voice
Result:

LLDP- MED network - policies

Unit/ Application Type VlanID Taggin g DSCP Priority
Port

3 Voice 805 tagged 46 6

4 Voice 805 tagged 46 6

5 Voice 805 tagged 46 6

6 Voice 805 tagged 46 6

7 Voice 805 tagged 46 6

8 Voice 805 tagged 46 6

9 Voice 805 tagged 46 6
10  Voice 805 tagged 46 6

11  Voice 805 tagged 46 6
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LLDP MED configuration for port 11

Step 31 Verify LLDP MED configuration; for example, the following CLI command shows

ERS Stackable #show lldp port 13 local - sys - data med

Result:

lldp local - sys - data chassis

Chassisld: MAC address 00:13:0a:35:e8:00
SysName: ERS Stackable

SysCap: rB/rB (Supported/Enabled)
SysDescr:
Ethernet Routing Switch ERS Stackable HW:05 FW:6.0.0.10 SW:v6.2.0.009
MED Device class: Network Connectivity Device
MED POE Device Type: PSE Device
HWRev: 05 SerialNumber: SDNI2S00L9
FWRev: 6.0.0.10 SWRev: v6.2.0.009
ManufName: Avaya ModelName: ERS Stackable
lidp local - sys - data port
Port: 11
MED Capabilities: ~ CNLSI
MED PSE PDPort Priority: Low Power Value: 16.0 Watt
MED Application Type: Voice VLAN ID: 805
L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r
T- Telephone; D - DOCSIS cable device; S - Station only.
Med Capabilities - C: N - Network Policy; L - Location Identification; |
S- Extended Power via MDI - PSE; D - Extended Power via MDI - PD.
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Step 41 Verify LLDP neighbor details assuming an Avaya 9640G is connected to port 11

ERS Stackable # show lldp port 11 neighbor detalil

Result:

lldp neighbor

Port: 11 Index: 89 Time: 11 days, 04:49:49
Chassisld: Network address  IPv4 10.1.90.222
Portld: MAC address 00:1b:4f:58:1a:d0
SysName: AVB581AD0
SysCap: TB/TB (Supported/Enabled)

PVID: PPVID Supported: none
VLAN Name List: none PPVID Enabled: none

Dot3 - MAC/PHY Auto - neg: supported/enabled OperMAUtype: 100BaseTXFD
PMD auto - neg: 10Base(T, TFD), 100Base(TX, TXFD), 1000Base(TFD)

MED Capabilities: CNDI / CNDI (Supported/Current)

MED Device type: Endpoint Class 3

MED Application Type: Voice VLAN ID: 805

L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Med Power Type: PD Device Power Source: FromPSE

Power Priority: Low Power Value: 5.6 Watt

HWRev: 9640GDO1A FWRev: hb96xxua3_11.bin

SWRev: ha96xxua3_11.bin S erialNumber: 10N520301110
ManufName: Avaya ModelName: 9640G

AssetlD:

Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Teleph one; D - DOCSIS cable device; S - Station only.

Total neighbors: 3

Med Capabilities - C: N - Network Policy; L - Location Identification; | - Inventory;
S- Extended Power via MDI - PSE; D - Extended Power via MDI - PD.
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2.4 Auto Configuration with an Ethernet Routing
Switch 8300 using DHCP

The following configuration example covers setting up a network to support both voice and data
to support automatic provisioningon Avayabs | P Phone sets. We wil!/l cover
switch, in this example an Ethernet Routing Switch 8300, for L3 operations using RIP.

By default, the ERS 8300 passes both the DSCP and p-bit values as-is. The p-bit value
determines the QoS level. For this example, we will not configure QoS as we are using VLAN
tagging for the Voice VLAN.

This configuration example is in reference to diagram 1.

2.4.1 ERS 8300 Configuration

2.4.1.1 Go to configuration mode.

ERS8300-1 Step 1 - Enter configuration mode i CLI only

CLI
ERSB8300- 1:5> enable
Password: =~ **xi*x

ERS8300- 1:5# configure terminal

2.4.1.2 Enable VLAN tagging on access port members

ERS8300-1 Step 11 Enable VLAN tagging on ports 1/1 to 1/25

PPCLI

ERS8300- 1:5# config ether 1/1 - 1/25 perform - tagging enable
CLI

ERS8300- 1:5(config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5(config - if)# encapsulation dotlq
ERS8300- 1:5(config - if) #exit
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2.4.1.3 Create Data VLAN 61

ERS8300-1 Step 17 Remove port members from the default VLAN 1 and create VLAN 61,
add port members, enable RIP, and enable DHCP relay

PPCLI

ERS8300- 1:5# config vlan 1 port remove 1/1 -1/25
ERS8300- 1:.5# config vlan 61 create byp ortl
ERS8300- 1:5# config vlan 61 name Data

ERS8300- 1:5# config vlan 61 ports add 1/1 -1/25
ERS8300- 1:5# config vlan 61 ip create 10.84.84.1/24
ERS8300- 1:5# config vlan 61 ip dhcp - relay mode dhcp
ERS8300- 1:5# config vlan 61 ip dhcp - relay enable
ERS8300- 1:5 # config vlan 61 ip rip enable

CLI

ERS8300- 1:5(config)#  vlan members remove 1 1/1 -1/25
ERS8300- 1:5(config)# vlan create 61 type name Data port 1
ERS8300- 1:5(config)#  vlan members add 61 1/1 -1/25

ERS8300- 1:5(config)# interface vlan 61

ERS8300- 1:5(config - if)# ip address 10.84.84.1 255.255.255.0
ERS8300- 1:5(config - if)# ip dhcp -relay mode dhcp

ERS8300- 1:5(config - if)# ipdhcp -relay

ERS8300- 1:5(config - if)# no ip rip supply enable

ERS8300- 1:5(config - if)# noip rip listen enable

ERS8300- 1:5(config - if)# exit

Avaya Inc. T Proprietary & Confidential. 26
Use pursuant to the terms of your signed agreement or Avaya policy.



AVAYA

2.4.1.4 Enable Spanning Tree Faststart on access port

ERS8300-1 Step 17 Enable STP Faststart on ports 1/1 to 1/25 and disable STP on port 5/5

PPCLI

ERS8300- 1:5# config ethernet 1/1 - 1/25 stg 1 faststart enable
ERS8300- 1:5# config ethernet 5/5 stg 1 stp disable

CLI

ERS8300- 1:5( config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5(config - if)# spanning - tree stp 1 faststart
ERS8300- 1:5(config - if)# exit

ERS8300- 1:5(config)# interface gigabitEthernet 5/5
ERS8300- 1:5(config - if)# nospanning -treestpl
ERS8300- 1:5(config - if)# exit

2.4.15 Create Voice VLAN 220

ERS8300-1 Step 1 i Create VLAN 220, add port members, enable RIP, and enable DHCP
relay

PPCLI

ERS8300- 1:5# config vlan 220 create byport 1

ERS8300- 1:5# config vlan 220 ports add 1/1 -1/25
ERS8300- 1:5# config vlan 220 name Voice

ERS8300- 1:5# config vlan 220 ip create 10.84.85.1/24

ERS8300- 1:5# config vlan 220 ip dhcp - relay mode dhcp
ERS8300- 1:5# config vlan 220 ip dhcp - relay enable
ERS8300- 1:5# config vlan 220 ip rip enable

CLI

ERS8300- 1:5(config)# vlan create 220 name Voice type port 1
ERS8300- 1:5(config)# vlan members add 220 1/1 -1/25

ERS8300- 1:5(config)# interface vlan 220

ERS8300- 1:5(config - if)# ip address 10.84.85.1 255.255.255.0
ERS8300- 1:5(config - if)# ip dhcp -relay mode dhcp
ERS8300- 1:5(config - if)# ipdhcp -relay

ERS8300- 1:5(config - if)# noiprip supply enable
ERS8300- 1:5(config - if)# noip rip listen enable

ERS8300- 1:5(config - if)# exit
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2.4.1.6 Create Core VLAN 83

ERS8300-1 Step 11 Create VLAN 83, add port member, and enable RIP

PPCLI
ERS8300- 1:5# config vlan 1 port remove 5/5
ERS8300- 1:5# config vlan 83 create byport 1

ERS8300- 1:5# config vlan 83 name Trunk

ERS8300- 1:5# config vlan 83 ports add 5/5

ERS8300- 1:5# config vlan 83 ip create 10.83.83.2/30

ERS8300- 1:5# config vlan 83 ip rip enable

CLI

ERS8300- 1:5(config)# vlan members remove 1 1/1 -1/25
ERS8300- 1:5(config)#  vlan create 83 type name Trunk port 1
ERS8300- 1:5(config)# vlan members add 83 5/5

ERS8300- 1:5(config)# interface vlan 83

ERS8300- 1:5(config - if)# ip address 10.83.83.2 255.255.255.252
ERS8300- 1:5(config - if)# exit

2.4.1.7 Configure access port members to untag the default VLAN

ERS8300-1 Step 1 i Configure port 1/1 to 1/25 for untag default VLAN and set the default

VLAN to 61

PPCLI

ERS8300- 1:5# config ethernet 1/1 -1/25untag - port - default -vlan enable
ERS8300- 1:5# config ethernet 1/1 - 1/25 default -vlan -id 61

cu

ERS8300- 1:5(config)# vlan ports 1/1 - 1/25 tagging untagpvidonly
ERS8300- 1:5(config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5(config - if)# default -vlan -id 61
ERS8300- 1:5(config - if)# exit
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2.4.1.8 Enable RIP Globally

avaya.com

ERS8300-1 Step 17 Enable RIP

PPCLI

ERS8300- 1: 5# config ip rip enable

CLI

ERS8300- 1:5(config)# ip routing

ERS8300- 1:5(config)# router rip enable

ERS8300- 1:5(config)# router rip

ERS8300- 1:5(config - router)# networks 10.84.84.1
ERS8300- 1:5(config - router)# networks 10.84.85.1
ERS8300- 1:5(config - router)# network s 10.83.83.1
ERS8300- 1:5(config - router)# exit

2.4.1.9 Enable DHCP relay agents

ERS8300-1 Step 11 Enable relay agent for both data VLAN 61 and voice VLAN 220

PPCLI

ERS8300- 1:5# config ip dhcp - relay create - fwd - path agent 10.84.84.1
server 10.10.10.20 mode dhcp sta te enable

ERS8300- 1:5# config ip dhcp - relay create - fwd - path agent 10.84.85.1
server 10.10.10.20 mode dhcp state enable

CLI

ERS8300- 1:5(config)# ipdhcp -relay fwd - path 10.84.84.1 10.10.10.20
ERS8300- 1:5(config)# ipdhcp -relay fwd - path 10.84.85.1 10.10.10.20 I
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2.4.1.10 Enable IP Anti-Spoofing

ERS8300-1 Step 17 Enable IP DHCP Snooping for voice VLAN 220 and data VLAN 61

PPCLI

ERS8300- 1:5# config ip dhcp - snooping vlan 61 enable
ERS8300- 1:5# config ip dhcp - snooping vlan 220 enable
ERS8300- 1:5# config ip dhcp - snoopin g enable

CLI

ERS8300- 1:5(config)# ip dhcp - snooping vlan 61 enable
ERS8300- 1:5(config)# ip dhcp - snooping vlan 220 enable
ERS8300- 1:5(config)# ip dhcp - snooping enable

ERS8300-1 Step 21 Enable IP ARP Inspection for voice VLAN 220 and data VLAN 61

PPCLI

ERS8300- 1:5# config ip arp - inspection vlan 61 enable
ERS8300- 1:5# config ip arp - inspection vlan 220 enable
CLI

ERS8300- 1:5(config)# iparp - inspection vian 61
ERS8300- 1:5(config)# iparp -inspection vlan 220

2.4.1.11 Configure access port member PoE setting to high

ERS8300-1 Step 17 Enable relay agent for both data VLAN 61 and voice VLAN 220

PPCLI

ERS8300- 1:5# config poe port 1/1 - 1/25 power - priority high
ERS8300- 1:5# config poe port 1/1 - 1/25 type telephone

CLI

ERS8300- 1:5(config)# interface fastEthernet 1/1 -1/25

ERS8300- 1:5 (config - if)# poe priority high
ERS8300- 1:5(config - if)# exit

avaya.com

By default, the power priority level is set to low. It is recommended to change this value

to either high or critical depending on which ports you wish to come up first after a

| switch power cycle. Also, by default, the power limit is set to 16W per port. You can
change this value from 3 to 16 watts using the command poe limit <3-16> under the

interface level.
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2.4.2 Verify Operations

Step 11 Verify operations by using the following commands:

PPCLI
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
CLI

ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#
ERS8300- 1:5#

show ip interface

show ip route info

show vlan info basic

show vlan info port

show port info vlans

show port info interface

show ipdhcp -relay fwd - path
show ip rip info

show ip rip interface

show poe port <info|power - measurement|stats> <port #>
show poe card info

show poe sys info

show ip interface

show ip route

show vlan basic

show vlan members

show vlan

show ipdhcp -relay fwd - path
show ip dhcp - relay interface
show ip rip

show ip rip interface

show poe main - status

show poe port - status

show poe power - measurement

show poe sys - status
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2.5 Auto Configuration Using ADAC i MAC Dectection
using a Stackable Ethernet Routing Switch

The following configuration example covers setting up a network to support both voice and data
to support Auto-Conf i gurati on with Avayabés stackable Ethernet
sets. ADAC MAC detection will be enabled detect the IP Phone and apply QoS.

This configuration example is in reference to diagram 1 and base configuration in section 2.2.
2.5.1 Stackable Ethernet Switch Configuration

Please note, the ADAC configuration is exactly the same as that used in section 2.2 with only
exception that the Voice VLAN is created by ADAC.

2.5.1.1 Configure ADAC

ERS-Stackable Step 1 i Add ADAC voice VLAN with operation mode of tagged frame,
enable ADAC traps, and add ADAC uplink port 23

ERS Stackable (config)# adac voice -vlan 805

ERS Stackable (config# adac op - mode tagged - frames
ERS Stackable (config)# adacuplink -port 23

ERS Stackabl e(config)# adac traps enable

ERS Stackable (config)# adac enable

Please note the following:

1 VLAN 805 must not exist prior to configuring ADAC.
1 The command adac uplink-port 23 will automatically enable VLAN tagging on
port 23 and 24 and add these ports as a member of VLAN 805 and MLT 1.

2.5.1.2 Enable ADAC at interface level

ERS-Stackable Step 17 Enable ADAC on port members 3 to 11 and enable ADAC tagged
frames with the option to untag the default PVID. By default, ADAC MAC detection is
already enabled, hence it is not necessary to enable ADAC MAC detection.

ERS Stackable (config)# interface fastEthernet all

ERS Stackable (config -if)# adacport 3-11 tagged -frames -tagging untag - pvid - only
ERS Stackable (config -if)# adacport 3-11 enable

ERS Stackable (config -if)# exit
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2.5.1.3 Add ADAC MAC address range

avaya.com

ERS-Stackable Step 11 Add to ADAC the IP Phone set MAC address range for the Avaya

1230 and 9640 IP phone sets used in this example

ERS Stackable (config)# adac mac -range - table low - end 0024.000D.0000 high -end
0024.000D ffff

ERS Stackable (config)# adac mac -range - table low - end 001b.4f58.0000 high -end
001b.4f58. ffff

2.5.1.4 Disable unregistered frames on ADAC port members

ERS-Stackable: Step 11 Disable Filter unregistered Frames on MLT trunks members

ERS Stackable (config)# vlan ports 3 -11 filter - unregistered - frames disable
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2.5.2 Verify configuration
2.5.2.1 VLAN Information

avaya.com

Step 17 Verify the VLAN configuration for all access and trunk port members prior to

connecting an IP phone to any port member

ERS Stackable #show vlan interface info

3-11, 23-24

Result:

Filter  Filter
Untagged Unregistered
Port Frames Frames PVID PRI Tagging Name

1002 0 UntagAll

3 No No Port 3
4 No No 1002 0 UntagAll Port4
5 No No 1002 0 UntagAll  Port5
6 No No 10020 UntagAll  Port 6
7 No No 10020 UntagAll  Port7
8 No No 1002 0 UntagAll

9 No No 1002 0 UntagAll  Port9
10 No No 1002 0 UntagAll  Port 10

11 No No 10020 UntagAll  Port11

23 Yes Yes 1 0 TagAll Port 23
24 Yes Yes 1 0 TagAll Port 2

Port 8

4

Step 217 Verify the VLAN configuration for all access port members after connecting an IP
phone to a port member. For example, assuming we have attached an Avaya IP phone

connected to ports 3 and port 4

ERS Stackable # show vlan interface info 3-4
Result:
Filter  Filter
Untagged Unregistered
Port Frames Frames PVID PRI Tagging Name
3 No No 1002 O UntagPvidOnly ~ Port 10
4 No No 1002 O UntagPvidOnly  Port 11
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and port 4

Step 31 Verify the VLAN PVIDs for all access port members after connecting an IP phone
to a port member. For example, assuming we have attached an Avaya IP phone to ports 3

ERS Stackable # show vlan interface vids 3-6

Result:

3 1002 data

4 1002 data

5 1002 data

6 1002 data

Port VLAN VLAN Name VLAN VLAN Name VLAN VLAN Name

805 Voice VLAN

805 Voice VLAN

Via the ERS-Stackable switch, verify the following information:

Option Verify
PVID Verify that the default PVID on port member 3 to 11 is 1002
Tagging Verify that ports 3 to 11 are configured as UntagAll when no IP Phones

have been detected by ADAC and set to UntagPvidOnly only when an
IP Phone has successfully been detected by ADAC

Filter Untagged
Frames

Verify that ports 3 to 11 are configured as No and port members 23 and
24 are configured as Yes

Filter Unregistered
Frames

Verify that ports 3 to 11 are configured as No and port members 23 and
24 are configured as Yes

VLAN and VLAN
Name

Verify that ports 3 to 11 are members of VLANs 1002 and only
members of VLAN 805 when an IP Phone has been detected by ADAC.
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2.5.2.2 Verify ADAC Global Information

avaya.com

Step 11 Verify ADAC Global Settings

ERS Stackable #show adac

Result:

ADAC Global Configuration

ADAC Admin State: Enabled
ADAC Oper State: Enabled
Operating Mode: Tagged Frames

Traps Control Status: Enabled
Voice - VLAN ID: 805
Call Server Port: None

Uplink Port:

Via the ERS-Stackable switch, verify the following information:

Option

Verify

ADAC Admin State:
ADAC Oper State:

Verify that the ADAC administrative and operation state is Enabled

Operating Mode

Verify the ADAC operating mode is set for Tagged Frames

Traps Control Status:

Verify the ADAC traps is set for Enabled

Voice-VLAN ID:

Verify the ADAC voice VLAN is set for 805

Uplink Port:

Verify the ADAC uplink port is configured for port 23
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2.5.2.3 Verify ADAC at interface level

Assuming ADAC has detected an Avaya IP phone on ports 3 and 4.

Step 27 Verify ADAC at interface level

ERS Stackable #show adac interface 3-11

Result:

Port Type Detection

OoOoO~NOO UL~ W
A=

Oper  Auto

State  Configuration T -FPVID T -F Tagging

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
10 T Enabled E

Enabled Appl ied No Change Untag PVID Only
Enabled Applied No Change Untag PVID Only
Enabled Not Applied No Change Untag PVID Only

Enabled Not Applied No Change Untag PVI D Only
Enabled Not Applied No Change Untag PVID Only

Enabled Not Applied No Change Untag PVID Only

Enabled Not Applied No Change Untag PVID Only

nabled Not Applied No Change Untag PVID Only

11 T Enabled Enabled Not Applied No Change Untag PVID Only

The filter unregistered frames must be disabled for ADAC to work. If you connect an IP

phone set to a port and the auto configuration state is Not Applied, either the MAC
address is not part of the ADAC MAC table or filter unregistered frames is enabled.

Via the ERS-Stackable switch, verify the following information:

Option

Verify

Type

Verify that the ADAC type is set for T indicating the port is configured
for ADAC type of tagged port

Auto Detection

Verify the ADAC detection is set to Enabled for port 3to 11

Oper State:

Verify the ADAC operation state is set to Enabled for port 3to 11

Auto Configuration

In our example, ports 3 and 4 should indicate Applied while ports 5 to
11 should indicate Not Applied as only ports 3 and 4 have IP Phone
sets detected by ADAC

T-F PVID Verify the tagged frames No Change which indicates do not change the
default PVID
T-F Tagging Verify the port members 3 to 11 are set to Untag PVID only
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2.5.2.4 Verify ADAC MAC Address table

Step 37 Verify ADAC MAC address range

ERS Stackable # show adac mac -range - table

Result:

Lowest MAC Address Highest MAC Address
00- OA- E4- 01- 10- 20 00 - OA- E4- 01- 23- A7
00- OA- E4-01- 70- EC 00 - OA- E4- 01-84- 73
00- OA- E4- 01- A1- C8 00 - OA- E4- 01- AD 7F
00- OA- E4- 01- DA 4E 00 - OA- E4- 01- ED D5
00- OA- E4- 02- 1E- D4 00- OA- E4- 02- 32-5B
00- OA- E4- 02- 5D- 22 00 - OA- E4- 02- 70- A9
00- OA- E4- 02- D8 AE 00 - OA- E4- 02- FF- BD
00- OA- E4- 03- 87- E4 00 - OA- E4- 03- 89- OF
00- OA- E4- 03- 90- EO 00 - OA- E4- 03- B7- EF
00- OA- E4- 04- 1A- 56 0 0- OA- E4- 04- 41- 65
00- OA- E4- 04- 80- E8 00 - OA- E4- 04- AT- F7
00- OA- E4- 04- D2- FC 00 - OA- E4- 05- 48- 2B
00- OA- E4- 05- B7- DF 00 - OA- E4- 06- 05- FE
00- OA- E4- 06- 55- EC 00 - OA- E4-07-19- 3B
00- OA- E4- 08- OA- 02 00 - OA- E4- 08- 7F- 31
00- OA- E4- 08- B2- 89 00 - OA- E4- 09- 75- D8
00- OA- E4- 09- BB- 9D 00 - OA- E4- 09- CF 24
00- OA- E4- 09- FC- 2B 00 - OA- E4- OA- 71- 5A
00- OA- E4- OA- 9D- DA 00 - OA- E4- OB- 61- 29
00- OA- E4- 0B- BB- FC 00 - OA- E4- 0B- BC- OF
00- OA- E4- 0B- D9- BE 00 - OA- E4- 0C- 9D- 0D
00- 13- 65- FE- F3- 2C 00 - 13- 65-FF- ED 2B
00- 15- 9B- FE- A4- 66 00 - 15- 9B- FF- 24- B5
00- 16- CA 00- 00- 00 00 -16- CA 01- FF-FF
00- 16- CA F2-74- 20 00 -16- CA F4- BE OF
00- 17-65- F6-94- CO 00 -17-65-F7-38-CF
00- 17- 65- FD- 00- 00 00 -17-65- FF- FF- FF
00- 18- BO- 33- 90- 00 00 - 18- BO- 35- DF FF
00- 19- 69- 83- 25- 40 00 -19- 69- 85- 5F- FF
00- 1B- 4F-58- 00- 00 00 - 1B- 4F-58- FF- FF
00- 24- 00- OD- 00- 00 00 - 24-00- OD- FF- FF
Total Ranges: 30

On ERS-Stackable, verify the following information:

Option Verify

Lowest MAC Address | Verify the ADAC MAC address range you added for the Avaya 1230

Highest MAC Add and 9640 phone sets have been added from 00-24-00-0D-00-00 to 00-

'ghes feSS 1 24-00-0D-FF-FF and 00-1B-4F-58-00-00 to 00-1B-4F-58-FF-FF.
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2.6 Auto Configuration Using ADAC i LLDP Dectection
using a Stackable Ethernet Routing Switch

The following configuration example covers setting up a network to support both voice and data
to support Auto-Conf i gurati on with Avayabés stackable Ethernet
sets. ADAC LLDP-MED detection will be enabled detect the IP Phone and apply QoS.

This configuration example is in reference to diagram 1 and base configuration in section 2.2.
2.6.1 Stackable Ethernet Switch Configuration

Please note, the ADAC configuration is exactly the same as that used in section 2.2 with the only
difference that the Voice VLAN is created by ADAC.

2.6.1.1 Enable ADAC Globally

ERS-Stackable Step 11 Enable ADAC using VLAN 805, set the operation mode to tagged-
frames, and add the uplink port 23

ERS Stackable (config)# adac voice -vlan80 5

ERS Stackable (config)# adac op - mode tagged - frames
ERS Stackable (config)# adac uplink -port 23

ERS Stackable (config)# adac traps enable

ERS Stackable (config)# adac enable

2.6.1.2 Enable ADAC at interface level

ERS-Stackable Step 17 Enable ADAC on port members 3 to 11, set the ADAC detection to
LLDP only, and enable the ADAC tag mode to tagged frames and untag the default VLAN

ERS Stackable (config)# interface fastEthernet 3 -11

* ERS Stackable (config - if)y# adac detection lldp

ERS Stackable (config -if)j# no adac detection mac

ERS Stackable (config -if)# adactagged -frames -tagginguntag - pvid - only
ERS Stackable (config -if)j# adac enable

ERS Stackable (config -if)# exit

. **Note that by default, ADAC detection for MAC and LLDP is enabled. Hence, the
command adac detection lldp is not required and only used in this example to show that
there is a command to enable or disable the detection type.
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2.6.1.3 Enable LLDP-MED

ERS-Stackable Step 11 Enable LLDP-MED on port 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stackable (config -if)j# lldptx -tlvlocal - mgmt addr port -descsys -capsys -desc
Sys - name

ERS Stackable (config -if)# | Idp status txAndRx config - notification

ERS Stackable (config -if)j# Illdptx - tlv med extendedPSE med - capabilities network -
policy

ERS Stackable (config -if)# exit
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2.6.2 Verify operations
2.6.2.1 Verify LLDP-MED Operations

The following command is used to retrieve LLDP neighbor information from the IP Phone set
assuming we have an Avaya 9640G connected to port 7 on ERS-Stackable.

Step 17 Verify LLDP neighbor details by using the following command:

ERS Stackable #show lldp port 7 neighbor detail

Result:
lldp neighbor
Port: 7 Index: 4 Time: 0 days, 00:53:14
Chassis |d: Network address IPv4 10.5.80.10
Portld: MAC address 00:1b:4f:58:1a:d0
SysName: AVB581AD0
SysCap: TB/TB (Supported/Enabled)
PVID: PPVID Supported: none
VLAN Name L ist: none PPVID Enabled: none
Dot3 - MAC/PHY Auto - neg: supported/enabled OperMAUtype: 100BaseTXFD
PMD auto - neg: 10Base(T, TFD), 100Base(TX, TXFD), 1000Base(TFD)
MED Capabilities: CNDI / CNDI (Supported/Current)
MED- Device type: Endpoint Class 3
MED Application Type: Voice VLAN ID: 805
L2 Priority: 6 DSCP Value: 46 Tagged Vlan, Policy defined
Med- Power Type: PD Device Power Source: FromPSE
Power Priority: Low Power Value: 5.6 Watt
HWRev: 9640GD01A FWRev: hb96xxua3_11.bin
SWRev: ha96xxua3_11.bin SerialNumber: 10N520301110
ManufName: Avaya ModelName: 9640G
AssetlD:
Sys capability: O - Other; R - Repeater; B - Bridge; W - WLAN accesspoint; r - Router;
T- Telephone; D - DOCSIS cable device; S - Station only.
Total neighbors: 3
Med Capabilities - C: N - Network Policy; L - Location Identi fication; | - Inventory;
S- Extended Power via MDI - PSE; D - Extended Power via MDI - PD.

Step 21 Verify LLDP-MED ERS-Stackable LLDP-MED network policy:

ERS Stackable # show lldp med - network - policies port 7

Result:

LLDP- MED network - policies

Unit/ Application Type VlanID Tagging DSCP Priority
Port

7 Voice 805 tagged 46 6
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Via the ERS-Stackable switch, verify the following information:

Option Verify

Chassissld: Displays the IP address of the PD device

Portld: Displays the MAC address of the PD device

L2 Priority: Displays as 6 indicating the 802.1p value for a CoS class of Premium.

DSCP Value: Displays as decimal 46 indicating the DSCP value for a CoS class of
Premium.

VLAN ID: Displays as 805, the Voice VLAN ID.

Power Value: Displays the PoE power consumed by the PD device.

ManufName: Displays Avaya

ModelName: Displays as the Avaya IP phone model, for this example, 9640G should
be displayed.
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2.6.2.2 Verify ADAC Operations

The following command is used to view ADAC detection. Assuming we have IP Phones
connected to ports 7 and 9 the results should be as follows

Step 17 Verify LLDP neighbor details by using the following command:

ERS Stackable #show adac interface 3 -11
Result:
Auto Oper  Auto
Port Type Detection State Configuration T -FPVID T -FTagging
3 T Enabled Enabled NotApplied No Change Untag PVID Only
4 T Enabled Enabled NotApplied No Change Untag PVID Only
5 T Enabled E nabled Not Applied No Change Untag PVID Only
6 T Enabled Enabled NotApplied No Change Untag PVID Only
7 T Enabled Enabled Applied No Change Untag PVID Only
8 T Enabled Enabled NotApplied No Chan ge Untag PVID Only
9 T Enabled Enabled Applied No Change Untag PVID Only

10 T Enabled Enabled NotApplied No Change Untag PVID Only
11 T Enabled Enabled NotApplied No Change Untag PVID Only

Via the ERS-Stackable switch, verify the following information:

Option

Verify

Type

Verify that the ADAC type is set for T indicating the port is configured
for ADAC type of tagged port

Auto Detection

Verify the ADAC detection is set to Enabled for ports 3 to 11

Oper State:

Verify the ADAC operation state is set to Enabled for port 3 to 11

Auto Configuration

In our example, ports 7 and 9 should indicate Applied while the other
ports should indicate Not Applied as only ports 7 and 9 have IP Phone
sets detected by ADAC

T-F PVID Verify the tagged frames No Change which indicates do not change the
default PVID
T-F Tagging Verify the port members 3 to 11 are set to Untag PVID only
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2.6.2.3 Verify ADAC Detection

The following command is used to view ADAC detection configuration.

Step 17 Verify LLDP neighbor details by using the following command:

ERS Stackable #show adac detection interface 3 -11

Result:

MAC

LLDP
Port Detection Detection

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

PPRPOO~NOOThW

= O

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Via the ERS-Stackable switch, verify the following information:

Option

Verify

MAC Detection

For this example, we disabled ADAC MAC detection, hence the value
should be Disabled

LLDP Detection

For this example, we enabled ADAC LLDP detection, hence the value
should be Enabled
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2.7 Auto Configuration with a Stackable Ethernet
Routing Switch with EAP MHMA

The following configuration example covers setting up a network to support both voice and data

with Avayads stackabl e Et her net wherethd Avayg)lP Bheries c hes and
are configured as an EAP Supplicant. On the Stackable Ethernet Routing Switch, LLDP-MED wiill

be used to set the Voice VLAN and QoS settings on the phone and EAP Multihost Multi

Authentication will be enabled to authenticate all EAP Supplicants which includes the IP Phone

and attached PC.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2. If you wish, you can also enable LLDP-MED following the example in section 2.3.

Please not that if the IP phones are auto provisioned via a provision server, the IP
Phone must be able to receive the configuration file prior to enabling EAP on the switch.
After the initial IP Phone configuration, you can then enable EAP on the switch.

With the Avaya 1230 IP phone, the EAP user credentials can be added in the device
configuration file, hence, the end user never has to enter anything.

I In regards to the Avaya 9640 IP Phone, the end-user will be prompted to enter a
password. By default, the IP phone will use its MAC address as the EAP-MD5 user-id. If
you chose to use the default settings, the user-id configured on the RADIUS server for
the Avaya 9640 must contain the MAC address of the IP phone entered in upper-case
with no spaces; ie.for this example, the user-id will be 000B4F581ADO0.
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2.7.1 Stackable Switch Configuration
In addition to the base configuration from section 2.2, we will add the following:

1 Configure ports 3 to 11 with EAP Multiple-Host-Multiple-Authentication (MHMA)
1 Configure the Avaya IP Phone 1230 and 9600 for auto provisioning and EAP using MD5
o For this configuration example, we are going to use device files for Avaya 1230
phone to set the EAP MD5 user name and password
o In regards to the Avaya 9640, the EAP user credentials must be manually
entered on the IP phone itself
1 Please refer to Section 9 for more details regarding EAP configuration on Avaya
Switches

2.7.1.1 Configure RADIUS server

ERS-Stackable Step 17 Add RADIUS server

ERS Stackable (config)# radius - server host 192.168.50.100 key
Enter key: Fkkkkk

Confirm key: Forkkkk

2.7.1.2 Enable EAP at interface level

ERS-Stackable Step 17 Enable EAP MHMA on ports 3to 11

ERS Stackable (config)# interface fastEthernet all

ERS Stackable (config -if)# eapol multihost enable

ERS Stackable (config -if)# eapol port3 - 11 status auto
ERS Stackable (config -if)# exit

2.7.1.3 Enable EAP globally

ERS-Stackable Step 11 Enable EAP

ERS Stackable (config)# eapol enable
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2.7.2
2721

Verify Operations
Verify EAP Global and Port Configuration

Assuming we have an IP phone authenticated via port 6 and 8.

avaya.com

Step 11 Verify that EAP has been enabled globally and the correct port members:

ERS Stackable #show eapol port 6, 8

Result:

EAPOL Administrative State: Enabled

Port - mirroring on EAP ports: Disabled

EAPOL User Based Policies: Disabled

EAPOL User Based Policies Filter On MAC Addresses: Disabled

Port: 6
Admin Status: Auto
Auth: Yes

Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No
Port: 8
Admin Status:
Auth: Yes
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE:

Auto

No
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Step 21 Verify that EAP multihost configuration

ERS Stackable #show eapol multihost interface 6,8,10

Result:

Port: 6
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Disabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANSs: Disabled
Use most recent RA DIUS VLAN: Disabled
Port: 8
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Disabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANSs: Disabled
Use most recent RADIUS VLAN: Disabled
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Step 3 1 Verify that EAP supplicants assuming IP Phones via port 6 and 8 have
successfully authenticated:

ERS Stackable #show eapol multihost status

Result:

8 00:1 B:4F:58:1A:D0 Authenticated Idle

Via the ERS-Stackable switch, verify the following information:

Option

Verify

EAPOL Administrative
State

Verify that the EAPOL is Enabled globally.

Admin Status

Verify that the EAP is enabled on ports 3 to 11 by verifying that the
Admin Status is set to Auto; in this example, we only show ports 6, 8,
and 10

Auth

The value will be Yes for port 6 and 8 assuming the IP phone attached
to port 6 has successfully authenticated using EAP. Otherwise, the
value should be No.

MultiHost Status

Verify that EAP multihost status is set to Enabled.

Pae State and Client
MAC Address

Pae state should show Authenticated for each successfully
authenticated EAP supplicant along with the corresponding MAC
address
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2.7.3 RADIUS Server Configuration
2.7.3.1 Avaya ldentity Engines

IDE Step 11 Go to Site Configuration -> Access Policies -> RADIUS

1 Right-click RADIUS and select New Access Policy. Enter a policy name, i.e. ERS-
EAP as used in this example and click on OK when done

91 Click on the policy we just created, i.e. ERS-EAP, and click on Edit via the
Authentication Policy tab. Under Edit Authentication Policy window, select NONE ->
EAP-MD5 and any additional authentication protocols you may require. Click on OK
when done.

1 Go to the Identity Routing tab and click on Edit. Check off the Enable Default
Directory Set and click on OK when done.

1 Go to the Authorization Policy tab and click on Edit.

0 Once the Edit Authorization Policy window pops up, click on Add under Rules
and via the name pop-up box, enter a name, i.e. EAP as used in this
example

o Click on the rule named EAP, click on New to add a new constraint. From
Attribute Category, select User and scroll down and select Authentication
Service. Select Equal To with Static Vlaue of Internernal User Store. Click
on OK when done and OK one more time to exit Edit Authentication Policy.

o0 Clicking on the Access Policy Summary icon should display an Access Policy
similar to that shown below
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D‘ Policy Summary For ERS_EAP

Access Policy: ERS _EAP

Authentication Policy

The following protocols are active:

QOuter Protocol | Inner Protocol

NONE | PAP, EAP-MD5
Identity Routing

Default Directory Set default set

Authorization Policy
Rule Name Rule Summary
EAP IF User Authentication Service = Internal User Store THEN Allow

If No Rules Apply: Allow and Send Outbound Value Admin-Access

:1

Kl
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IDE Step 27 Go to Site Configuration -> Authenticators

9 For this configuration example, we will create a new container named Avaya Switch

0 Under Authenticators, right-click default and add a new container with a
container, add a name of Avaya Switch, and click OK when done

1 Select Avaya Switch and click on click on New

o0 Enter the settings as shown below making sure you select the policy we created
above named ERS_EAP via Access Policy. Leave Enable Authenticator and
Enable RADIUS Access checked. Click on OK when done. Please note, the
RADIUS Shared Secret must match the secret entered on the switch
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IDE Step 37 Add Users by going to Site Configuration -> Directories -> Internal Store ->
Internal Users and click on New

1 Add the EAP users by going to Directories>Internal Store>Internal Users. Next, enter the
User Name and Password as shown below, i.e. User Name = phonea, Password =
Phoneaeselab as per the Avaya IP Phone provisioning files used.

1 Enter the user name for for the Avaya IP Phone EAP Supplicant via User Name: and
enter the password for this user via Password and Confirm Password. Click on OK when
done. If you wish, you can also change the expiry date via Password Expires if you do
not wish to use the default setting of one year. Repeat again by clicking on New to add
additional internal user names and passwords for each EAP Supplicant.

1 Assuming we used the user credentials as per the provisioning file for the Avaya 1230 IP
Phone and the MAC address of the Avaya 9640 IP Phone as the default user name, the
internal storeuser-i dds should Iike Iike the follow

0 Avaya 1230 IP Phone

A User Name = phonea, Password = Phoneaeselab
o0 Avaya 9640 IP Phone

A User Name = 001B4F581ADO0, Password = 123456
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2.8 Auto Configuration with a Stackable Ethernet
Routing Switch using EAP with NEAP and User
Based Policy

The Stackable Ethernet Routing Switch can be configured in one of two methods using NEAP
(non-EAP) to allow an IP phone without an EAP Supplicant access to the network. One method is
to enable Non-EAPOL VolP phone clients i please see next configuration example.

If you do wish to authenticate the IP Phone via RADIUS using EAP on the switch, but, without
enabling an EAP Supplicant on the phone itself, the Allow Non-E AP OL ¢ (NEAPhdptids can
be enabled where the switch itself will authenticate the IP Phone on its behalf.

i At this time, the Non-EAPOL VolP phone clients feature is only supported on the Avaya
1100, 1200, and 2000 series IP Phones.

For this example, we will demonstrate how to configure the Stackable Ethernet Routing Switch to
allow for NEAP authentication using RADIUS for the IP Phones. We will also demonstrate using
user based policies to apply QoS for the IP Phones. Hence, instead of configuring filters on the
switch to apply QoS for the voice traffic, we can use a policy triggered by EAP to apply QoS to

the voice VLAN.
i Any of the stackable Ethernet Routing switches support NEAP (ERS 2500, 4500 or
5000 series), however, only the ERS 5000 series supports user based policies.

The Stackable Ethernet Routing Switch can be configured to accept both EAP and non-EAP
(NEAP) on the same port. In regards to non-EAP, the switch can be configured to accept a
password format using any combination of IP address and MAC address with or without port
number. By default, the password format is set for IP address, MAC address, and port number.

To apply QoS for the IP Phone sets, you can configure the QoS filters on the switch, use ADAC,
or use user based policies (UBP) and trigger the policy via RADIUS authentication. As stated
above, we will use UBP for this configuration example. Once the user based policies has been
configured on a switch, the RADIUS server can reference the policy by using the name given to
the UBP policy. User based policies (UBP) can be used with EAP and/or NEAP.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2.
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2.8.1 Stackable Switch Configuration
In addition to the base configuration from Section 2.2, we will add the following:

1 Enable NEAP on ports 3 to 11 on ERS-Stackable using the non-EAP password format of
MAC address only i this will allow the IP Phone to be connected elsewhere in the
network on a different switch without having to worry about port numbers and IP
addresses

1 Configure a user based policy (UBP) for non-EAP IP Phones named voice that will
remark both the DSCP and p-bit values to a CoS value of Premium only for tagged Voice
VLAN 220

1 Configure the RADIUS server NEAP policy using Nortel specific option 562 with vendor-

assigned attribute number 110 and set the string value to UROLvoice.

Please refer to Section 9 for more details regaring EAP configuration on Avaya Switches

Please refer to Section 9 for more details regarding EAP configuration on Avaya

Switches

=a =4

Please note that when setting up the RADIUS server policy for the NEAP group, the

I string always starts with UROL. In our example, we configured the ERS5000 with a user
based policy named voice, hence the string value configured on the RADIUS server
must be set to UROLvoice.

2.8.1.1 Configure RADIUS server

ERS-Stackable Step 1 i Add RADIUS server assuming we used a shared key of avaya i
this shared key must also be configured on the RADIUS server for this authenticator

ERS Stackable (config)# radius - server host 172.168.100.50 key avaya

2.8.1.2 Enable EAP globally

ERS-Stackable Step 17 Enable non-EAP (NEAP)

ERS Stackable (config)# eap multihost allow - non- eap- enable

ERS-Stackable Step 2 i Remove the default NEAP password format of
IpAddr.MACAddr.PortNumber

ERS Stackable (config)# no eapol multihost non - eap- pwd- fmt

ERS-Stackable Step 31 Enable NEAP password format of MAC address only

ERS Stackable (config)# eapol multihost non - eap- pwd- fmt mac - addr

ERS-Stackable Step 41 Enable EAP user-based Policies

ERS Stackable (config)# eapoluser - based - policies enable

Avaya Inc. T Proprietary & Confidential. 55
Use pursuant to the terms of your signed agreement or Avaya policy.



AVAYA

ERS-Stackable Step 57 Enable EAP multihost NEAP policies

ERS Stackable (config)# eapol multihost non - eap- user - based - policies enable

ERS-Stackable Step 6 1 Enable EAP globally

ERS Stackable (config)# eapol enable

2.8.1.3 Enable EAP at interface level

ERS-Stackable Step 17 Enable EAP on port 3-11 with NEAP, set the maximum allowable
EAP and NEAP clients to 1, enable EAP multihost and enable RADIUS NEAP phone

ERS Stackable (config)# interface fastEthernet 3-11

ERS Stackable (config -if)# eapol status auto

ERS Stackable (config -ify# eapol multihost allow - non- eap- enable
ERS Stackable (config -if)# eapol multihost eap - mac- max 1

ERS Stackable (config -if)j# eapol multihost non - eap- mac- max 1
ERS Stackable (config -if)# eapol multihost radius - non- eap- enable

ERS Stackable (config -if}# eapol multihost enable
ERS Stackable (config -if)# exit

2.8.1.4 Configure Policy

ERS-Stackable Step 17 Configure a policy using the name voice to filter on tagged VLAN
805 and remark DSCP and p-bit to Premium CoS. We will set the eval-order to 5 in case
you wish to add additional filters in the future with a higher preference

ERS Stackable (config)# qos ubp classifier name voice vian -min 805 vlan - max 805
vlan - tag tagged ethertype 0x0800 update -dscp 46 update - 1p6eval -order4

ERS-Stackable Step 21 Enable the UBP set

ERS Stackable (config)# qos ubp set name voice

ERS-Stackable Step 317 Enable UBP

ERS Stackable (config)# qos agent ubp high - security - local

The default ubp classifier action non-match action is for forward traffic. In older software
releases for the ERS5500, this was not the case and you had to enter the command gos

I ubp set name voice drop-nm-action disable. You can quickly check to see if the
software versions you are using require the drop non-match action by simply typing in
gos ubp set name voice ? and checking if the command drop-nm-action is displayed or
not.
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2.8.2 Verify Operations
2.8.2.1 Verify EAP Global and Port Configuration

avaya.com

Step 11 Verify that EAP has been enabled globally and the correct port members:

ERS Stackable # show eapol port

3-11

Result:

EAPOL Administrative State:
Port - mirroring on EAP ports: Disabled
EAPOL User Based Policies:
EAPOL User Based Policies Filter On MAC Addresses: Disabled

Port:

Port:

3
Admin Status:
Auth: No
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No

Auto

11
Admin Status:
Auth: No
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No

Auto

Enabled

Enabled

Via the ERS-Stackable switch, verify the following information:

Option

Verify

State

EAPOL Administrative

Verify that the EAPOL is Enabled globally.

Policies

EAPOL User Based

Verify that EAPOL policies are Enabled globally.

Admin Status

Verify that the EAP is enabled on ports 3 to 11 by verifying that the
Admin Status is set to Auto.

Auth

The value will

be No even

if the IP Phone has successfully
authenticated. Only if there a Supplicant attached to the IP Phone and it
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has successfully authenticated will this value change to Yes.

2.8.2.2 Verify EAP Multihost Configuration

Step 11 Verify that EAP multihost has been globally configured correctly:

ERS Stackable #show eapol multihost

Result:
Allow Non - EAPOL Clients: Enabled
Use RADIUS To Authenticate Non - EAPOL Clients: Enabled
Allow Non - EAPOL Clients After Single Auth (MHSA): Disable d

Allow Non - EAPOL VolP Phone Clients: Disabled

EAPOL Request Packet Generation Mode: Multicast

Allow Use of RADIUS Assigned VLANs: Disabled

Allow Use of Non - Eapol RADIUS Assigned VLANSs: Disabled
Non- EAPOL RADIUS Password Attribute Format: MACAddr
Non- EAPOL User Based Policies: Enabled

Non- EAPOL User Based Policies Filter On MAC Addresses: Disabled
Use most recent RADIUS VLAN: Disabled

Step 21 Verify that EAP multihost has been configured correctly at interface level:

ERS Stackable #show eapol mult  ihost interface 3 -11
Result:
Port: 3
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Enabled

Max Non - EAP Client MACs: 1

Use RADIUS To Auth Non - EAP MACs: Enabled
Allow Auto Non - EAP MHSA: Disabled

Allo w Non - EAP Phones: Disabled

RADIUS Req Pkt Send Mode: Multicast

Allow RADIUS VLANSs: Disabled

Allow Non - EAP RADIUS VLANSs: Disabled

Use most recent RADIUS VLAN: Disabled

Port: 11
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Enabled

Max Non - EAP Client MACs: 1

Use RADIUS To Auth Non - EAP MACs: Enabled
Allow Auto Non - EAP MHSA: Disabled

Allow Non - EAP Phones: Disabled

RADIUS Req Pkt Send Mode: Multicast

Allow RADIUS VLANS: Disabled

Allow Non - EAP RADIUS VLANSs: Disabled

Use most recent RADIUS VLAN: Disabled
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Via the ERS-Stackable switch, verify the following information:

Option

Verify

Allow Non-EAPOL
Clients:

Verify that the non-EAPOL (NEAP) is Enabled globally.

Use RADIUS To
Authenticate Non-
EAPOL Clients:

Verify the use RADUIS to authenticate non-EAPOL option is Enabled
globally.

Non-EAPOL RADIUS
Password Attribute
Format:

Verify that the non-EAP password format is set for MACAddr. Please
note, someoftheo|l der software rel eases
before and after the MAC address.

r

Non-EAPOL User
Based Policies:

Verity that the non-EAPOL user based policies is Enabled

2.8.2.3 Verify EAP Multihost Status

Step 11 Assuming the IP Phone via port 3 has successfully authenticated via EAP, use the
following command to view the EAP status:

ERS Stackable # show eapol multihost non

- eap- mac status

Result:

3 00:24:00:0D:8

D:29 Authenticated By RADIUS

4 00:24:00:0D:8D:AA Authenticated By RADIUS

On the ERS-Stackable switch, verify the following information:

Option

Verify

Port

Display the ports where the IP Phone has successfully been
authenticated.

Client MAC Address

If the IP phone has successfully authenticated via NEAP, its MAC
address should be shown.

State

Verity that Authenticated By RADIUS is displayed
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2.8.2.4 Verify EAP Policy

Step 11 Use the following command to view the UBP Policy:

ERS Stackable # show qos ubp classifier

Result:

ld: 1

Name: voice

Block:

Eval Order: 5

Address Type: IPv4
Destination Addr/Mask: Ignore
Source Addr/Mask: Ignore
DSCP: Ignore

IPv4 Protocol / IPv6 Next Header: Ignore
Destination L4 Port Min: Ignore
Destination L4 Port Max: Ignore
Source L4 Port Min: Ignore
Source L4 Port Max: Ignore
IPv6 Flow Id: Ignore

IP Flags: Ignore

TCP Control Flags: Ignore

IPv4 Options: Ignore
Destination MAC Addr: Ignore
Destination MAC Mask: Ignore
Source MAC Addr: Ignore
Source MAC Mask: Ignore
VLAN: 805

VLAN Tag: Tagged

EtherType:  0x0800

802.1p Priority: All

Packet Type: Ignore

Inner VLAN: Ignore

Action Drop: No

Action Update DSCP: 0x2E
Action Update 802.1p Priority: Priority 6
Action Set Drop Precedence: Low Drop
Storage Type: NonVolatile

Via the ERS-Stackable switch, verify the following information:

Option Verify

Name: Verify the port number is correct, should be voice for this example.

Eval Order: Verify the port number is correct, should be 5 for this example.

Address Type: Verify the Address Type is correct, should be IPv4 for this example.

VLAN: Verify VLAN is correct, should be 805 for this example.

EtherType: Verify the EtherType is correct, should be 0x0800 representing the IP
for this example.

Action Update DSCP: | Verify the DSCP value is correct, should be 0x2e (decimal 46) for this
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example.

Action Update 802.1p | Verify the p-bit value is correct, should be 6 for this example.
Priority:

2.8.2.5 Verify EAP Policy upon the NEAP client successfully authenticating

Step 17 Assuming an IP Phone via port 3 and 4 has successfully authenticated via EAP,
use the following command to view the UBP Policy:

ERS Stackable # show qos ubp interface

Result:

Id Unit Port Filter Set Name

55001 1 3 voice
55002 1 4 voic e

Via the ERS-Stackable switch, verify the following information:

Option Verify

Port Verify the port number is correct according the NEAP authenticated IP
Phones

Filter Set Name If the IP phone has successfully authenticated via NEAP, and if the
RADIUS server has been configured correctly, the policy named voice
will be displayed.

2.8.2.6 View EAP Policy Statistics

Step 11 You can view the statistics by using the UBP reference and port number using the
following command. Please note that the reference number for each port will be different.

ERS Stackable # show qos statistics 55001 port 3
Result:

Id: 55001

Policy Name: UntrustedClfrs1

Classifier Unit/Port  In - Profile
Name Packets
1/3 203
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2.8.3 RADIUS Server i Policy Setup
2.8.3.1 Microsoft IAS

Assuming the RADIUS server is a Windows 2003 server, via the IAS Remote Access Policies, go
to your NEAP policy Advanced settings. The Vendor-Specific attribute should be setup as follows.

1 Vendor Code : Nortel ; Nortel Specific Option 562
1 Vendor-assigned attribute

0 Attribute number : 110

0 Attribute format : String

0 Attribute value : UROLvoice

Step 11 VialAS, assuming you have already started a NEAP policy, go the Advanced tab and click
on Add and scroll down to Vendor-Specific and click on Add

Add Attribute (7 X]
To add an attrbute to the Profile, select the attnbute, and then click Add.
To add an attrbute that is not ksted, select the Yenda-S pecific attibute.

Nare l Vendar I Descrplion ;]
Tunnek-Type RADIUS Standaid Specifies the tunneling protocols used,

fy RADIUS Standad Specifies the support of proprietary NAS feslises
Cisco-AV-Pair Cisco Specifies the Cisco AY Pair VSA,
Alowed Cattificate-01D Miczozoft Specifies the cestficate purpose or usage object identfiers
Generate-Class-Attrbute Microsoft Specifies whether IAS automabcaly generates the class al
Generate-Session-Timeout Miciosoft Specifies whather 145 automaticaly generates the sesson
lgnore-User-Dialn-Propesties Miciosoft Specifies that the user's diakin properies are ignored.
MS-Quarantine-IFFiter Mictosolt Specilies the P talfic filtes that is used by the Rouling anc
MS-Quarartine-Session-Timeout Micsosolt Specifies the trme (in seconds) that the connection can rer
Tunnel-Tag Microsoft Description not yet definad
USR-ACCM-Type U.S. Robatics, Inc. Description not yet defrad
USR-AT-Callnput-Fiker U.S. Robotics, Inc Description not yet definad
USH-AT-Call-Oupest-Fiker .S, Robotics, Inc. Description not vet defined
USR-AT-Input-Fiter U.S. Robaotics, Inc. Description not yet defined
USR-AT-Output-Fiter .S, Robaotics, Inc. Descrption not yet defined
USR-AT-RTMPdnput-Filtes U.S. Robotics, Inc. Description not yet defined
USR-AT-RTMP-Qutput-Filtes U.S. Rabotics, Inc Description not yet definad
UjR-AT-ZiD-Irour-FiItex 1.5, Robatics, Inc Descriotion not vet defrned ‘J;'
4 »
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Step 2 - Via the Multivalued Attribute Information window, click on Add. In the next window titled
Vendor-Specific Attribute Information, click no the Select from list radio button and select Nortel
Networks and click on the Yes, it conforms radio button. When finished, click on Configure

Attributes.
ulkivolued Atribute Informotion BB\ cvor-Speciic mtibute Tnformation ————— WIE3)
Attibubs name Allnbute nama:
|\’endm-§peciﬁc 'dem-Spocﬁc
Atubute numbss: Specity retviork accezs server vendor
I28 ~ Salact from s Mloled Netyacik s
Attibuts fomat " Enter Verdor Cods:
IOczetS 11ing
. Specily whather the atibua confome to the RADIUS RFC spechication for
Alvbubs vakies: vendor spechc atirbutes
Vendat | Value

@ Yae. It confoims

" Mo. It does nat contoem

MoveDawr
Aadd l
Conlicure Alnbute
[ferave l ;‘
Edt |

< | | [ ok ] coca |

Step 3: Via the Configure VSA (RFC compliant) window, enter the following:

o Vendor-assigned attribute number: 110
o Attribute formate: String
o Attribute value: UROLvoice

Click on OK when done.

Configure ¥SA (RFC compliant) K3 B3

Vendor-assigned attribute number:
|1 10

Attribute format:
I String L]

Attribute value:
IUF!CILvoiceI

| 0K I Cancel
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Step 41 When completed, the profile should be as that displayed below.

Edit Dial-in Profile [ 2] X]
Diakin Constraints | IP | Multiink |
Authentication I Enciyption Advanced

Specify additional connection attributes to be returned to the Remote
Access server.

Attributes:
MName l YYendor | Value
Yendor-Specific RADIUS Standard UROLvoice

oK Cancel Apply
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2.8.3.2 Avaya ldentity Engines Ignition Server

Using the base IDE configuration in Section 2.7.3, we will simply add the appropriate outbound
attribute to the Access Paolicy.

Please note, the Nortel vendor specific attributes are already added and can be viewed by going
to Site Configuration -> Provisioning -> Vendors/VSAs and scrolling down and selecting Nortel ->
VSA Definitions. For this example, we will use the VSA Definition ERS-User-Based-Policy.

IDE Step 11 Go to Site Configuration -> Provisioning -> Outbound Attributes -> New

1 When the New Outbound Attribute window pops up, enter the following as shown below.
As shown below, in this example, we simply named the outbound attribute UROL

©* New Outbound Attribute , x|

Qutbound Attribute: [UROL |

Transport
() RADIUS Attribute

(51 Y54

Yendor lNorteI l - '

VSa |ERS-User-Based-PoIicy l vJ

i _E)ﬁ—l | Cancel ]
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IDE Step 21 Go to Site Configuration -> Provisioning -> Outbound Values -> New

1

used in this example, and click on New

When the Outbound Value Instance window pops up, enter the following as shown

1  When the Outbound Value Details window pops up, enter a hame, i.e. UROLvoice as

below. Please note, the String value must be UROLvoice a svoied i s t he

policy defined on the switch in this configuration example. Click OK twice when done

I »
©" Outbound Yalue Instance

1
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IDE Step 3 1 Go to Site Configuration -> Access Policies-> RADIUS -> ERS_EAP ->
Authorization Policy -> Edit (assuming we are using the policy we configured in Section
273named AER$_EAPO

T From the All Outbound Values windows, select UROLvoiceand t hen c lesse
thand0 arrow key

Click OK when done

This should move the outbound attribute named UROLvoice to the Provision With
window as shown below

©» Edit Authorization Policy

b4 IUser.Authentication Service = Internal User Store

sion With

ROLvoice

unnel-Medium-Type

IF User.Authertication Service = Internal User Store  THEN Allow
Send Outbound Values: UROLvoice
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,b' Policy Summary For ERS_EAP

Policy Summary

Access Policy: ERS _EAP

Authentication Policy

The following protocols are active;

Outer Protocol | Inner Protocol

NONE PAP, EAP-NMD5
Identity Routing

Default Directory Set default set

Authorization Policy

Rule Name | Rule Summary

IF User. Authentication Setvice = Internal User Store THEN Allow
send Outbound Values: UROLvoice

If No Rules Apply: Allow and Send Outbound Value Admin-Access

EAP

OK 4
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2.9 Auto Configuration with a Stackable Ethernet
Routing Switch using EAP with Non-EAP-Phone
Support and ADAC (LLDP detection)

As explained in the configuration example in Section 2.8, the Stackable Ethernet Routing Switch
can be configured in one of two methods using NEAP (non-EAP) to allow an IP phone without an
EAP Supplicant access to the network. For this example, we will enable Non-EAPOL VolP phone
clients. This is by far the easiest method to authorize certain Avaya IP Phones on a switch as it
does not require any RADIUS setup. The Avaya IP Phone is detected by examining the phone
signature contained in the DHCP Discovery packet sent by the IP phone. If the signature is valid,
the IP phone is allowed access to the network.

i At this time, the Non-EAPOL VolP phone clients feature is only supported on the Avaya
1100, 1200, and 2000 series IP Phones.

This configuration example is in reference to diagram 1 and uses the base configuration from
example 2.2.

. Please note that non-EAP support for IP phones is only supported on Avaya IP Phones
and requires that DHCP be enabled. The IP phone is authenticated based on the DHCP
signature. Do not enable EAP on the phone. Also, do not enable Guest-VLAN.
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2.9.1 Stackable Switch Configuration
Please refer to Section 9 for more details regarding EAP configuration on Avaya Switches.
29.1.1 Enable ADAC at interface level

ERS-Stackable Step 17 Enable ADAC on port members 3 to 11, set the ADAC detection to
LLDP only, and enable the ADAC tag mode to tagged frames and untag the default VLAN

ERS Stackable (config)# interface fas tEthernet3 - 11

ERS Stackable (config -if)j# adac detection lldp

ERS Stackable (config -if)j# no adac detection mac

ERS Stackable (config -if)j# adactagged -frames -tagging untag - pvid - only
ERS Stackable (config -if)# adac enable

ERS Stackable (config -if)# exit

29.1.2 Enable LLDP-MED

ERS-Stackable Step 17 Enable LLDP-MED on port 3to 11

ERS Stackable (config)# interface fastEthernet 3 -11

ERS Stackable (config -if)j# Illdptx -tlvlocal - mgmt addr port - descsys -capsys -desc
Sys - name

ERS Stackable (config -if)# Illdp status txAndRx config - notif ication

ERS Stackable (config -if)# Ildptx - tlv med extendedPSE location med - capabilities

network - policy
ERS Stackable (config -if)# exit

2.9.1.3 Configure RADIUS server

ERS-Stackable Step 11 Add RADIUS server

ERS Stackable (config)# radius - server host 172.30.30.50 k ey

Enter key: Forkkkk
Confirm key: Fkkkkk

2.9.1.4 Enable EAP globally

ERS-Stackable Step 17 Enable EAP non-EAP phone

ERS Stackable (config)# eapol multihost non - eap- phone - enable

ERS-Stackable Step 21 Enable EAP

ERS Stackable (config)# eapol enable
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2.9.1.5 Enable EAP at interface level
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assigned-vlan enabled

ERS-Stackable Step 11 Enable EAP on ports 3to 11 with non-eap-phone and use-radius-

ERS Stackable (config)# interface fastEthernet 3 -11
ERS Stackable (config -if}# eapol multihost non - eap- phone - enable
ERS Stackable (conf ig -if)# eapol multihost eap - mac- max 1

ERS Stackable (config -if}# eapol multihost enable
ERS Stackable (config -if)# eapol status auto
ERS Stackable (config -if)# exit
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2.9.2 Verify Operations

avaya.com

Assuming we have an Avaya IP phone with a Supplicant connected to port 7 and an Avaya IP

Phone connected to port 8 with the following characteristics:
1 Port7:
o Avaya IP Phone 1230 with MAC address 00-24-00-0d-8d-29
0 Supplicant with MAC address 00:02:A5:E9:00:28
1 Port8:
o Avaya IP Phone 1230 with MAC address 00-24-00-0d-8d-aa

2.9.2.1 Verify EAP Global and Port Configuration

Step 11 Verify that EAP has been enabled globally and the correct port members:

ERS Stackable #show eapol port 3 -11
Result:
EAPOL Administrative State: Enabled
Port: 3
Admin Status: Auto
Auth: No

Admin Di r: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2

RDS DSE: No

Port: 7
Admin Status: Auto
Auth: Yes
Admin Dir: Both
Oper Dir: Both
ReAuth Enable: No
ReAuth Period: 3600
Quiet Period: 60
Xmit Period: 30
Supplic Timeout: 30
Server Timeout: 30
Max Req: 2
RDS DSE: No

Port: 8
Admin Status: Auto
Auth: Yes
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Via the ERS-Stackable switch, verify the following information:

Option Verify

EAPOL Administrative | Verify that the EAPOL is Enabled globally.

State

Auth For any port that has a Supplicant which has successfully been

authenticated, the Auth state should be Yes

2.9.2.2 Verify EAP Multihost Configuration

Step 171 Verify that EAP multihost has been globally configured correctly:

ERS Stackable #show eapol multihost

Result:
Allow Non - EAPOL Clients: Disabled
Use RADIUS To Authenticate Non - EAPOL Clients: Disa bled
Allow Non - EAPOL Clients After Single Auth (MHSA): Disabled
Allow Non - EAPOL VolP Phone Clients: Enabled

EAPOL Request Packet Generation Mode: Multicast

Allow Use of RADIUS Assigned VLANSs: Disabled

Allow Use of Non - Eapol RADIUS Assigned VLANs: Disa bled
EAPOL Reauthentication Security Mode: Fail on RADIUS Timeout

Non- EAPOL RADIUS Password Attribute Format: IpAddr.MACAddr.PortNumber
Use most recent RADIUS VLAN: Disabled

Via the ERS-Stackable switch, verify the following information:

Option Verify

Allow Non-EAPOL Verify the allow non-EAPOL VoIP Phone Clients option is Enabled
VoIP Phone Clients globally.
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2.9.2.3 Verify EAP Multihost Port configuration

Step 11 Verify that EAP mulltihost configuration:

ERS Stackable #show eapol multihost interface 3-11

Result, i.e. for port 3:

Port: 3
MultiHost Status: Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Enabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANS: Disabled
RADIUS Timeout Mode: Fail
Use most recent RADIUS VLAN: Disabled

Port: 11
MultiHost Status . Enabled
Max Eap Clients: 1
Allow Non - EAP Clients: Disabled
Max Non - EAP Client MACs: 1
Use RADIUS To Auth Non - EAP MACs: Disabled
Allow Auto Non - EAP MHSA: Disabled
Allow Non - EAP Phones: Enabled
RADIUS Req Pkt Send Mode: Multicast
Allow RADIUS VLANSs: Disabled
Allow Non - EAP RADIUS VLANSs: Disabled
RADIUS Timeout Mode: Fail
Use most recent RADIUS VLAN: Disabled

Via the ERS-Stackable switch, verify the following information:

Option Verify

MultiHost Status Verify that the MultiHost status is Enabled on port 3 to 11.

Max Eap Client Verify that the maximum EAP client is set to 1. If not, check your
configuration

Max Non-EAP Client Verify that the maximum non-EAP client is set to 1. If not, check your

MACs configuration
Allow Non-EAP Verify that Allow Non-EAP Phone is set to Enabled. If not, check your
Phones configuration
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2.9.2.4 Verify EAP Multihost Status

Step 11 Assuming the Supplicant via port 8 has successfully authenticated via EAP, use
the following command to view the EAP status:

ERS Stackable #show eapol multihost status

Result:

Port Client MAC Address Pae State  Backend Auth State

700 -24-00-0d-8d- 29
8 00 -24-00-0d- 8d- aa

Via the ERS-Stackable switch, verify the following information:

Option

Verify

Client MAC Address

Verify the actual Supplicant MAC. For this example, this should be
00:02:A5:E9:00:28 on port 7.

Pae State

Verify the actual Supplicant Pae State. If the Supplicant has
successfully authenticated, the Pae State should be displayed as
Authenticated

Neap Phones

Verify the actual MAC for the Avaya IP Phone sets. For this example,
this should be 00-24-00-0d-8d-29 on port 7 and 00-24-00-0d-8d-aa on
port 8
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2.10 Avaya IP Phone i DHCP and Provisioning Files

Details regarding various Avaya IP Phone DHCP and configuration file paramteters are listed in
Appendix A. List below are the mimimum settings required for this configuration example.

2.10.1 DHCP Settings
The following assumptions apply:
1 The voice VLAN id is 805

1 We will use the HTTP provisioning server as illustrated in diagram 1 using an IP address
of 192.168.50.100

0 The file path for the Avaya 9640 IP Phone is 9600/96xxH323_032910
0 The file path for the Avaya 1230 IP Phone is phone_prov_files

DHCP Server Step 11 Data VLAN DHCP Scope settings for the Avaya 1230 IP Phone

Option 191 St ring Value
VLAN A:805.

DHCP Server Step 17 Data VLAN DHCP Scope settings for the Avaya 9640 IP Phone

Option 242 St ring Value

L2Q=1
L2QVLAN=805
VLANTEST=60

DHCP Server Step 21 Voice VLAN DHCP Scope settings for the Avaya 1230 IP Phone

Option 224 St ring Value
Nortel -i2004 - B,prov=http://192.168.50.100/phone_prov_f iles;
DHCP Server Step 27 Voice VLAN DHCP Scope settings for the Avaya 9640 IP Phone

Option 242 St ring Value

HTTPSRVR=192.168.50.100
HTTPDIR= 9600/96xxH323_ 032910
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2.10.2 Provisioning Files

The following shows the configuration files used for this example.

Avaya 1230 IP Phone provisioning Files i Files include system.prv, 1230.prv, and
0024000D8DAA.prv (includes EAP MD5 configuration)

system.prv

file=td;
s1ip=10.88.2.20;
p1=4100;

al=1;

rl=2;
s2ip=10.88.2.20;
p2=4100;

a2=1;

r2=2;

1230.prv

lldp=y;

igarp=y;

Va=y;

vlanf=y;

pc=y;

dg=n;

pcuntag=y;

reg=00:24:00:0D:8D:AA,CS1K,S51S52,600,096 - 00- 00- 20;

0024000D8DAA.prv

eap=md5;
eapidl=phoneb;
eappwd=Phonebeselab;

Avaya 9640 IP phone provisioning File i File used is 46xxxsettings.txt (includes EAP MD5
configuration)

46xxsettings  .txt
SET HTTPSRVR 192.168.50.100
SET HTTPDIR 9600 \ 96xxH323_ 032910
SET VLANTEST 60
SET PROCSTAT 0
SET PROCPSWD 27238
SET PHY1STAT 1
SET PHY2STAT 1
SET MCIPADD 47.165.168.240
SET DOT1XSTAT 2
SET DOT1X 0
SET DOT1XEAPS "MD5"
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2.11 Avaya Energy Saver (AES)

In reference to Diagram 1, assume we wish to enable AES to ERS-Stackable with the following
schedule:

1 Activate AES during the week from Monday to Friday nighttime from 7:00 pm to 6:30 am
1 Deactivate AES on Saturday from 7:00 am to 5:00 pm

2.11.1 Go to configuration mode.

ERS-Stackable: Step 1 - Enter configuration mode

ERS Stackable> enable

ERS Stackable# config terminal

2.11.2 Add SNTP Server

ERS-Stackable: Step 1 i Add an SNTP server

ERS Stackable(config)# sntp server primary address 192.168. 50.100
ERS Stackable(co nfig)# sntp enable

2.11.3 Add Avaya Energy Saver configuration

ERS-Stackable: Step 1 i Enable AES at interface level

ERS Stackable(config)# interface fastEthernet all
ERS Stackable(config -if)# energy - saver enable
ERS Stackable(config -if)y#  exit

ERS-Stackable: Step 2 i Enable AES schedule

ERS Stackable(config)# energy - saver schedule weekday 06:30 deactivate
ERS Stackable(config)# energy - saver schedule weekday 19:00 activate
ERS Stackable(config)# energy - saver schedule saturday 07:00 deactivate
ERS Stackable(config)# energy - saver schedule saturday 17:00 activate

ERS Stackable(config)# energy - saver enable

For test purposes, you can activate/deactivate AES by issuing the following commands
C from the CLI Privileged level:

ERS Stackable# energy - saver activate

ERS Stackable #energy - saver deactivate
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2.11.4 Verify operations
2.11.4.1 Verify SNTP

avaya.com

SNTP must be configured and running for AES to operate. The switch must have SNTP enabled

to correctly obtain the time for operation of AES if the scheduler is configured.

Step 11 Verify SNTP is configured

ERS Stackable #show sntp

Result:

SNTP Status:

Primary server address:

Secondary server address: 0.0.0.0
Sync interval: 24 hours
Last sync source:

Primary server sync failures:
Secondary server sync failures: 0

Last sync time: 2010
Next sync time: 2010
Current time: 2010

Enabled
192.168.50.100

192.168.50.1 00
0

-06- 22 09:43:31 GMT - 01:00
- 06- 23 09:43:31 GMT - 01:00
- 06- 22 14:52:16 GMT - 01:00

Step 27 Verify clock

ERS Stackable #show clock

Result:

Current SNTP time : 2010
Summer time recurring is set to:

-06- 22 14:51:11 GMT - 01:00

start: on Sunday in the 4th week of March at 02:00
end: on Sunday in the 4th week of October at 02:00

Offset: 60 minutes.

Summer time is set to:
start: 29 March 2010 at 02:00
end: 30 October 2010 at 03:00

Offset: - 60 minutes. Time zone will be 'EDT'
Time zone is set to 'EST', offset from UTC is - 02:00
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2.11.4.2 Verify AES

Use the following commands to verify AES is operational. In this example, we will show the effect
of AES with a model 1120E IP phone connected to port 1/9. Prior to AES activation, the 1120E
should be operating at 1000Mbps full duplex. After AES activation, the 1120E should be
operating at 10Mbps full duplex.

Step 11 Verify AES is configured at interface level

ERS Stackable #show energy - saver interface

Result:

Unit/Port AES State PoE Savings PoE Priority

11 Enabled Disabled Low
1/2 Enabled Disabled Low

|

I

Step 2 i Verify Port is delivering PoE power; the following shows the power measured
prior to and after AES activation

ERS Stackable #show poe - power - measurement 1/9

Result:

The following s hows the PoE power delivered prior to AES activation:

Unit/Port Volt(V) Current(mA) Power(Watt)

1/9 475 125 6.000
The following show the PoE power delivered after AES activation:

Unit/Port Volt(V) Current(mA) Power(Watt)

1/9 475 95 4.500
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Step 31 Verify Ethernet interface speed; the following shows the port speed prior to and
after AES activation

ERS Stackable #show poe - port - status 1/9

Result:

The following displays the interface speed prior to AES activation:

Status Auto Flow
Unit/Port Trunk Admin Oper Link LinkTrap Negotiation Speed Duplex Control
1/9 Enable Up Up Enabled Enabled 1000Mbps Full Symm

The following displays the interface speed after AES is activated:

Status Auto Flow
Unit/Port Trunk Admin Oper Link LinkTrap Negotiation Speed Duplex Control

1/9 Enable Up Up Enab led Enabled 10Mbps  Full Disable

Step 47 Verify AES globally settings

ERS Stackable #show energy - saver

Result:

Avaya Energy Saver (AES): Enabled

AES PoE Power Saving Mode: Disabled

AES Efficiency - Mode Mode: Disabled

Day/Time: Tuesday 20:58:58
Current AES state: AES is Active

Step 51 Verify AES schedule

ERS Stackable #show energy - saver schedule

Result:

Day Time Action
Monday 06:30 Deactivate
Monday 19:00 Activate
Tuesday 06 :30 Deactivate
Tuesday 19:00 Activate
Wednesday 06:30 Deactivate
Wednesday 19:00 Activate
Thursday 06:30 Deactivate
Thursday 19:00 Activate
Friday 06:30 Deactivate
Friday 19:00 Activate
Saturday 07:00 Deactivate
Saturday 17:00 Activate
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activation

Step 6 1 Verify AES power savings; the following shows the power savings after AES

ERS Stackable # show energy - saver savings

Result:

Prior to AES activation

Unit# Model Switch Capacity Saving PoE Saving

5698TFD - PWR 0.0 watts 0.0 watts

TOTAL 0.0 watts 0.0 watts

After AES activation:

Unit# Model Switch Capacity Saving PoE Saving

5698TFD -PWR 2.7 watts 0.0 watts

TOTAL 3.6 watts 0.0 watts
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2.12 DHCP Server Setup

The following setup applies to configuring a DHCP server for auto configuration. Depending on
the Avaya IP phone series used, the DHCP options can vary.

VLAN Setting using DHCP

Double DHCP is a term used where the IP Phone learns the voice VLAN Id using DHCP. From a
default setting, all IP Phones send out traffic untagged and use DHCP to get an IP address.
Providing you configure the data VLAN scope with the correct DHCP options, the IP Phone will
learn the voice VLAN ID from the data VLAN and then proceed to request for a new IP address
now via the tagged voice VLAN. This method provides separation for voice and data traffic
allowing for a PC or any other data device to be directly connected to the IP Phone set. The IP
Phone can be also be setup to either leave the data traffic untagged or tag the data VLAN using a
different VLAN Id other than that of the voice VLAN.

Depending on the Avaya IP Phone model, the VLAN and IP address may be cached so this
double DHCP process actually only occurs once. The Avaya 1600, 4600, and 9600 series cache
both the IP address and VLAN Id. Hence, upon a power cycle, the Avaya IP Phone will request
an IP address directly via the tagged voice VLAN without having to perform double DHCP. The
Avaya 1100, 1200, and 2000 series have an option to cache the IP address, but, this only comes
into effect if a DHCP server is unreachable i in other words, the IP phone will continue to perform
double DHCP unless the DHCP server is unreachable.

Depending on the Avaya IP phone model, the following DHCP option should be configured.
Details on each on these items are described in detail latter in this document and in the
appendixes.

1 Avaya 1100, 1200, and 2000 Series

0 Option 191

1 Avaya 4600 Series
o Option 176

1 Avaya 1600 and 9600 Series
0 Option 242

IP Phone Settings using DHCP

A limited set of IP phone settings can be set by DHCP. Details are covered in detail later in this
document and in the appendixes. More detailed IP phone configuration should be done using a
provisioning server which can be set via the voice VLAN. Depending on the Avaya IP phone
model, the following DHCP option should be configured.

1 Avaya 1100, 1200, and 2000 Series
0 Option 128- prior to UNIStim firmware release 2.2
A Call Server settings only

o Option 128, 131, 144, 157, 188, 191, 205, 219, 223, 224, 227, 230, 232, 235,
238, 241, 244, 247, 251 or 254 - UNIStim firmware release 2.2 and greater

A Extended IP phone settings
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1 Avaya 4600 Series

o Option 176
1 Avaya 1600 and 9600 Series
0 Option 242

The following configuration example shows how to setup a DHCP server for Avaya IP phone. In
our example, a Windows 2003 server will be used.
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2.12.1 Windows 2003 DHCP Configuration
For this configuration example, we will create the following

1 Option 224 and 191 to be used for the Avaya 1100, 1200, and 2000 Series Series IP
phones

1 Option 242 to be used for the Avaya 1600 and 9600 Series IP Phones
2.12.1.1 Default DHCP Options

Windows 2003 Server Step 1 7 Go to the following

Start->Administrative Tools->DHCP

Windows 2003 Server Step 2 i Create DHCP Options by high-lighting the name on of your
DHCP server from the top menu and select the following

Action -> Set Predefined Options -> Add

Predefined Options and Yalues 21x]

Options class:
Option nare |00:‘ Time Offset ;]
add | Ed | Deer |
Description IUCT oliset in seconds
~Vaue
Long
{00

l 0K I Cancel
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Windows 2003 Server Step 3 7 Add a new DHCP option, create DHCP option 191

After clicking on Add, fill in the information as shown below for the DHCP option with the identifier
setto 191.

1 Name: Any name you like

1 Set Date type: String

1 Code: 191

9 Description: Add any comments if you like

Class: Global

Name: IVLAN Information - Avaya IP Phones

Data type; IString _ﬂ [ Bmay

Code; |1 91

Description: IUsed for Avaya 1100, 1200, and 2000 series
ITI Cancel
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Windows 2003 Server Step 4 i Create DHCP option 224

Select Add again and fill in the information as shown below for the DHCP option with the identifier
set to 224.

1 Name: Any name you like

1 Set Date type: String

1 Code: 224

9 Description: Add any comments if you like

Change Option Name 1 21 x|
Class: Global
Name: IExtended DHCP Options - Avaya IP Phones
Data tipe; IfE;tnng _:_I I Aray
Code; |224
Description: IUsed for Awvaya 1100, 1200, and 2000 series]
IT' Cancel I

Windows 2003 Server Step 5 i Create DHCP option 242

Select Add again and fill in the information as shown below for the DHCP option with the identifier
set to 242.

1 Name: Any name you like

1 Set Date type: String

1 Code: 242

9 Description: Add any comments if you like

Class: Global
Name: IAvaya 242
[ata type; I‘Ejtnng j [~ Amay
Code; |242
Description: IUsed for Avaya 1600 and 9600 series]
| oK I Cancel l
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Windows 2003 Server Step 6 1 Right-click Scope Option from the data VLAN DHCP scope
and select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 191 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
data VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Data
VLAN using DHCP Option 191 for the Avaya 1100, 1200, or 2000 series IP Phones. The example
below shows the string value pertaining for the Data VLAN where the following string is added to
set the Avaya IP phone to tag the voice VLAN using VLAN ID 805:

1 VLAN-A:805.

General I Advanced |

Available Options ] Description _:J
[ 128 Call Server Information

O 176 &vaya

191 VLAN Information - Avaya IP Phones Used for Av e

[ 224 Extended DHCP Options - &vaya IP Phones Used for Av +
«| | ’|

—Data entry

String value:
[\VLAN-4:805.

| oK I Cancel Apply

There must be a colon (:) separating the Hardware Revision from the VLAN ID. The string must
also end in a period (.)
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Windows 2003 Server Step 7 i Right-click Scope Option from the data VLAN DHCP scope
then select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 242 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
data VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Data
VLAN using DHCP Option 242 for the Avaya 1600 or 9600 series IP Phones. The example below
shows the string value pertaining for the Data VLAN where the following string is added to set the
Avaya IP phone to tag the voice VLAN using VLAN ID 60:

1 L2Q=1,L2QVLAN=805,VLANTEST=60

General | Advanced |

Available Options I Description ;]
[ 191 VLAN Information - &vaya IP Phones Used for Av
[ 224 Extended DHCP Options - Avaya IP Phones Used for Av
242 bvaya 242 |Jsed for Ay
[J 243 Classless Static Routes Destination, w
4| | »

— Data entry

String value:

|L2Q=1 L20VLAN=805 VLANTEST=60

I 0K I Cancel Apply

The string must have a comma (,) between each parameter with no spaces.
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Windows 2003 Server Step 8 1 Right-click Scope Option from the voice VLAN DHCP scope
and select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 242 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
voice VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Voice
VLAN using DHCP Option 242 for the Avaya 9600 series IP Phones as used in this example. The
example below shows the string value pertaining for the Voice VLAN assuming the Avaya 9600
IP Phones are using H.323 and retrieving the configuration file using HTTP from the directory
9600/96xxH323_032910. In this directory, it should contain the appropriate files, assuming the
Avaya 9600 series is used, it should contain the 96xxupgrade.txt and 46xxsettings.txt files

1 With a provision server using HTTP

0 HTTPSRVR=192.168.50.100,HTTPDIR= 9600/96xxH323 032910
1 Without a provision server:

o MCIPADD=10.30.30.20,VLANTEST=60

General I Advanced |

Available Options ] Description _:J
[ 176 &vaya

[ 191 VLAN Information - &vaya IP Phones Used for Ay

[ 224 Extended DHCP Options - Avaya IP Phones Used for Ay

242 Byvaya 242 Used for &y

< |

—Data entry
String value:
HTTPSRYR=152.168.50.100 HT TPDIR=9600/

| oK I Cancel Apply
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Windows 2003 Server Step 91 Right-click Scope Option from the voice VLAN DHCP scope
and select Configure Options. Scroll down to the DHCP Options you just created and
check off the box to enable the 224 Option

Add the appropriate IP address scope, default router, and other various DHCP options for the
voice VLAN. Once you complete this step, you can then add the required DHCP options for the
Avaya IP Phone VLAN information. The example below shows the DHCP scope for the Voice
VLAN using DHCP Option 224 for the Avaya 1100 or 1200 series IP Phones. The example below
shows the string value pertaining for the Voice VLAN assuming the Avaya 1100 or 1200 IP
Phones use HTTP t ngfigsviatheé diréctery mamed yphosei poown files

1 With a provision server using HTTP
0 Nortel-i2004-B,prov=http://192.168.50.100/phone_prov_files;
1 With a provision server using TFTP
o Nortel-i2004-B,prov=192.168.50.100/phone_prov_files;
1 Without a provision server:
o Nortel-i2004-B,s1=10.88.2.20;p1=4100;a1=1;r1=5;5s2=10.88.2.20;p1=4100;
al=1;r1=5;

EETTTE— 2

General I Advanced |

Available Options | Description ;I

[ 191 WLAN Information - &vaya IP Phones Used for Ay

224 Extended DHCP Options - Avaya IP Phones Used for Ay

[ 242 Avaya 242 Used for &v

[ 243 Classless Static Routes Destination, v
< | >
—Data entry

String value:

|,pr0v=http: #/192.168.50.100/phone_prov_files]

| 0K I Cancel Apply
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Please note that if using a Windows 2003 server, it may not associate the Avaya
1100/1200 series provision file extention of .prv with text files. To change this, open
Windows 2003 Internet Information Services (1IS) Manager and under the name of your
IIS server, go to Web Sites -> Default Web Site -> phone_prov_files -> Properties (in
our example, phone_prov_files is the name of the directory storing the Avaya 1100/1200
series provision files). Next, go to HTTP Headers -> MIME Types -> New and under
Extention, enter .prv and under MIME Type, enter text.

. MIME Type X|

Extension: I pryv

MIME type: l kext

| QK I Cancel
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3. Avaya IP Deskphones

Avaya offers a variety of IP Deskphones. The following sections highlight the major features of
each of these series of phones along with information on how to access the configuration menus.

3.1 2000 Series IP Deskphones

3.1.1 Feature Comparison

Avaya 2000 Series IP Deskphones
Feature IP Phone IP Phone IP Phone 2007 IP
2001" 2002" 2004" Deskphone
3x24 4x24 8x24 Ps(i?sxé‘;?or
Display Size / Type | Character Character Character
Touch screen
LCD LCD LCD
LCD
# of Lines 1 4 6+ Varlgs 6+ Varlgs
w/config w/config
Headset Jack 0 1 1 1
Listen
Handsfree Yes Yes Yes
only
802.3af PoE Class Class 2 Class 2 Class 2 Class 3
Two Port Switch No Yes Yes Yes
Gigabit Ethernet No No No No
USB Ports 0 0 0 1
Support for
! Yes (Current | Yes (Current
Expansion Module No 200x KEM) 200x KEM) No
Attachment
Bluetooth Headset No No No No
XAS (Application Yes Yes Yes Yes
Gateway) Support
Yes
EAP (802.1x) Yes Yes (Phase Il Yes
only)
Yes Yes
802.1AB Yes (Phase Il (Phase Il Yes
only) only)

Table 1: Avaya IP Deskphones i 2000 Series

Avaya Inc. T Proprietary & Confidential.
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! The IP Phone 2001, IP Phone 2002 and IP Phone 2002 are no longer manufactured.
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3.1.2 Accessing the Configuration Menu (2001/2002/2004)

To access the configuration menu power cycle the IP Phone 2001/2002/2004 and then wait until
Nortel appears on the LCD panel. At this point, press the following keys in order from 1 to 4:
Function key 1, Function key 2, Function key 3, and finally Function key 4.

000

Figure 3: IP Phone 2004 Access Configuration Menu
Function Keys

000

Figure 4: IP Phone 2002 Access Configuration Menu
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